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Abstract. We introduce time-lock encrypted storage (tTLES), a storage service provided by blockchains.
In tTLES, clients store encrypted values towards a future decryption time 7y (measured in block
height). The security of tTLES requires that a value is decrypted only if (i) the encrypted value is
included in the blockchain, and (ii) the time 7y has passed. This is crucially different from exist-
ing schemes, which only enforce either of these conditions but not both. We formalize tTLES, and
present an efficient protocol that relies on (in a black-box manner) a threshold identity-based encryp-
tion scheme, and a recent batch threshold decryption scheme. Finally, we discuss various applications
that will benefit from tTLES.

1 Introduction

Modern blockchains are increasingly hosting applications ranging from finance and on-chain governance to
games and contests that require storing data confidentially for a period of time before it is decrypted and
processed [T4T9I10].

Consider the example of an on-chain Kaggld*like Machine Learning model training contest. Here, par-
ticipants (clients) submit their ML model weights to the on-chain application before a submission deadline,
and the models are evaluated after the deadline to distribute rewards to the submitters in proportion to
their model performance. The on-chain submissions to the contest need to remain confidential until the
submission deadline so that participants do not gain an unfair advantage by seeing the model weights of
other participants before the deadline. Moreover, submissions that participants send to the mempool but are
not included in the blockchain (e.g., due to congestion or denial-of-service attacks) need to remain private
indefinitely, even after the submission deadline, to protect the intellectual property of the clients.

In this work, we are interested in the following two key confidentiality properties of privacy-sensitive
blockchain applications that can receive encrypted values (as transactions) as inputs:

— Time-lock indistinguishability: Encrypted values that are included in the blockchain need to remain
confidential until a specified target time Tig (€.g., submission deadline in the above example), after which
they are decrypted publicly and processed.

— Non-inclusion privacy: Encrypted values that are not included in the blockchain (e.g., due to conges-
tion or denial-of-service attacks) need to remain confidential indefinitely, even after the target time Tig
has passed.

One naive strategy to achieve these properties is to use secret sharing. The client can secret share its
storage value among the blockchain validators, with one share given to each validator, who then reconstruct
the storage value at the target time 74 if it is included in the blockchain, and do not reconstruct it otherwise.
This strategy, while achieving the desired properties, is not practical as it requires communication and
computation costs that scale linearly with the number of validators and the number of encrypted values, and
the computation cost is incurred in an “online manner” at the target time 7.

Existing efficient solutions for time-lock encryption [13] fail to provide non-inclusion privacy, i.e., they do
not provide confidentiality for storage values that are not included in the blockchain. At a high level, these
solutions use threshold identity-based encryption (tIBE) [2] where clients encrypt storage values with the
identity Tig, and the decryption key for time 7y is derived (in a threshold fashion) from a public parameter
that is made available at time 7iz. While this gives the time-lock indistinguishability property efficiently
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with the release of the key material at 7ig, it does not provide non-inclusion privacy since the decryption
key for time 7y can be used to decrypt all storage values encrypted with id 7y, including those that are
not included in the blockchain.

Recent solutions that threshold decrypt a batch of ciphertexts [IJ6I95] provide non-inclusion privacy,
as any ciphertexts that are not included in the batch remain confidential. However, such solutions do not
inherently provide the time-lock indistinguishability property. They can be invoked at the target time 7
with the input batch comprised of all submitted ciphertexts encrypted towards the target time 7y, but these
solutions incur a threshold decryption cost that necessarily depends on the size of the batch, and hence are
not practical for decrypting at once a large number of values submitted towards 7. This form of decryption
cost is incurred in an “online manner” when the threshold decryption is to be performed, and hence can be
prohibitive.

1.1 Our contributions

In this work, we have the following contributions:

— We define the notion of (thresholdizable) time-lock encrypted storage (tTLES) (see Section [3)), which
achieves both the time-lock indistinguishability property and non-inclusion privacy, without incurring an
“online” cost at Tyg that depends on the number of values encrypted towards 7ig:. Instead, the (threshold)
decryption cost of decrypting the stored values is amortized over time during the submission of the clients’
encrypted values.

— We provide a concrete construction of time-lock encrypted storage (tTLES) primitive, that relies on
a threshold identity-based encryption (tIBE) and batched threshold decryption (BTE) in a black-box
manner (see Section [)).

— We discuss some interesting applications of time-lock encrypted storage (tTLES) primitive in the context
of blockchains (see Section [1.4)).

1.2 Our technique

At a high-level, we construct a threshold time-lock encrypted storage (tTLES) scheme by simply combining,
in a black-box manner, a batch threshold decryption primitive (BTE) with a time-lock encryption primitive
(tIBE). In a bit more detail, a client that wishes to encrypt a message m towards a target time Ty samples a
symmetric key s, and encrypts m using this key simply as m @ PRG(s), where PRG is a vanilla pseudorandom
generator. The client then derives two secret shares, s; and so, of the symmetric key s, i.e., s1 ® sy = s. It
encrypts the first share s; using the batch decryption primitive towards time 7t and the second share s,
using the time-lock encryption primitive towards time 7i.:. The final ciphertext ct consists of a tuple of four
values (Tigt, BTE.Enc(sy), tIBE.Enc(sz, Tigt), m @ PRG(s))E

The batch threshold decryption component BTE.Enc(s1) provides confidentiality for non-included values
(since s will be hidden unless ct is included in the blockchain), while the threshold time-lock encryption
component tIBE.Enc(sg, Tigt) gives us the confidentiality for included values until time 7 has reached (since
so will be hidden until time 7). For efficiency, the batch decryption component is invoked during the
submission time (more precisely at the time of inclusion) so as to amortize the cost over the submission
window and recover one secret share s; of the key s. At the target time 7, decryption is made efficient
(independent of the number of values encrypted towards Tig) by just releasing (in a threshold fashion) a
succinct key k., related to Tig in order to recover the second share of the encryption key. More precisely,
the tIBE interface provides an efficient threshold key issuance protocol II-Keylss which can be used to derive
kr, < II-Keylss(Tig). Note that the running time and communication cost of this II-Keylss protocol is
completely independent of the number of values encrypted towards 7. However, once k., is made publicly
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An alternative approach would be to have nested encryption such that ct = (7igt, BTE.Enc(tIBE.Enc(s, Tigt)), m &
PRG(s)). We describe the secret-sharing based construction in this paper due to its simplicity.



available, anyone (e.g., a smart contract) can publicly decrypt tIBE.Enc(s2, Tgt) to recover the second share
S9.

Our technique maps cleanly to the operation of a blockchain. In every block, clients submit requests
to store encrypted values. The blockchain validators can partially decrypt these values in every block (i.e.
BTE.Enc(s1)), and store these intermediate decryption values in the blockchain to be decrypted with a small
cost at the target time of decryption. Values that are not included in any block until the target block remain
confidential.

1.3 Related Work

To the best of our knowledge, no prior work has studied time-lock encrypted storage that simultaneously
guarantees both time-lock indistinguishability and non-inclusion privacy.

Prior works that only provide time-lock indistinguishability guarantees can be categorized into two groups
based on their underlying design approach: (i) time-release schemes and (ii) time-lock puzzles. In time-
release schemes, a committee holds secret-shared state and releases decryption material at a designated time,
enabling delayed access to ciphertexts [TIT2/T3]. In contrast, in time-lock puzzles, decryption involves solving
a sequential computational puzzle whose expected solution time matches the target delay [I6TIIT5]. Puzzle-
based methods face two practical drawbacks in decentralized settings: they require significant computational
resources and are sensitive to hardware assumptions.

Numerous recent papers have studied the batched threshold encryption (BTE) primitive that can be triv-
ially extended to build encrypted storage that only provides the non-inclusion privacy property [SUTI6IU5I3].
Clients can submit encrypted values using a BTE scheme, a subset of which will then be included in a block
in the blockchain. The blockchain validators then decrypt the subset of encrypted values included using the
BTE decryption algorithm. Clearly, this approach does not provide time-lock indistinguishability. Moreover,
existing BTE constructions impose batch-size-dependent costs and require Q(B) bilinear pairing operations
to decrypt a batch of size B — which effectively caps the number of ciphertexts that can be decrypted in a
single batch.

1.4 Other Applications

Besides the ML contest example we discussed above, the tTLES primitive can be useful for several other
kinds of blockchain applications, such as:

On-chain puzzle solving. Game hosts post challenges with submission deadlines, and participants store
their encrypted solutions using a tTLES. The time-lock indistinguishability property of tTLES prevents
solutions from being copied before the deadline. The non-inclusion privacy property of tTLES ensures that
solutions excluded from the blockchain (e.g., due to censorship) remain hidden, preventing adversaries from
learning honest participants’ work without allowing them to earn rewards.

On-chain governance. Voters submit their encrypted votes before a voting deadline using a tTLES. The
time-lock indistinguishability property of t TLES prevents vote manipulation and bandwagon effects by keep-
ing votes secret until the deadline. The non-inclusion privacy property protects the privacy of voters whose
votes get censored, i.e., did not get included in the blockchain. Moreover, the non-inclusion privacy property
prevents potential misinformation claims about election fraud from excluded votes.

Sealed-bid auctions. Bidders store their encrypted bids before an auction deadline using a tTLES. The
time-lock indistinguishability property of the t TLES ensures the sealed nature of the auction until the dead-
line, while non-inclusion privacy protects bidders whose bids are not included in the blockchain, preventing
sellers from learning excluded valuations that could lead to seller’s remorse or strategic manipulation in
future auctions.



2 Preliminaries

Notation. Let A denote the security parameter. We assume that all algorithms get A in unary as input. By
poly(\) and negl(\), we mean the class A°(*) and ﬁ respectively. Given a security parameter A\, we use PPT
to denote probabilistic poly(A)-time Turing Machines with poly(\)-sized advice. For a pair of distribution
ensembles ({X)}ren, {Ya}ren), we say the ensembles are “computationally indistinguishable”, denoted by
Xy =, Yy, if [Pr[X\ = 1] — Pr[Y)\ = 1]|= negl()\). For a finite set S, we write s +$ S to denote that s is
sampled uniformly at random from S, and we write |S| to denote the size of S. For an integer a € N, we
use [a] to denote the ordered set {1,...,a}. Furthermore, we write “<” for probabilistic assignment and
“=" for deterministic assignment. Also, we use the notation v < II-x(u) for any algorithm to denote that
it is a multi-party computation protocol among a set of parties, where each party has some private input, a
common public input u and each honest party produces a common public output v (which can be 1).

Threat model. We consider a network of n parties, denoted with the set {1,...,n}. We consider an
adversary A that can statically corrupt up to ¢ < n parties in the protocol. The corrupted parties are
considered malicious and can deviate arbitrarily from the specified protocol. We also consider a trusted
entity £ to emulate an idealized blockchain protocol run by n parties. We elaborate on our assumptions on
& in Section [3

2.1 Threshold Identity-Based Encryption

Our protocol relies on the standard threshold identity-based encryption (tIBE) scheme [I8], as defined below.

Definition 1 (Threshold Identity-Based Encryption). A threshold identity-based encryption scheme
tIBE has the following PPT algorithms and protocols:

— pp + Setup(1*): The randomized setup algorithm takes as input the security parameter A and outputs
public parameters pp, which are an implicit input to all subsequent algorithms and protocols.

— (mpk, {sk; }iem]) < KeyGen(n,t): The randomized key-generation algorithm takes as input the total number
of parties n, the corruption threshold t, and outputs a master public key mpk to all, and the i-th secret key
sk; to party 1.

— ct + Enc(mpk,m,id): The randomized encryption algorithm takes the master public key mpk, a message
m € M, and an identity id € {0,1}*, and outputs a ciphertext ct € C. Here, M and C are the message
and ciphertext spaces, respectively.

— kig/ L < T-Keylss(id): This is an interactive protocol among all parties for key issuance, where each party
P; has a private input sk;, and all parties have a common input id. The protocol outputs a decryption key
kig for the identity id or L indicating failure.

— m/L := Dec(ct, kig): The deterministic decryption algorithm takes a ciphertext ct and the identity key kid,
and outputs a message m or L on failure.

We require the tIBE scheme to satisfy the standard correctness, indistinguishability under chosen-
plaintext attack (IND-CPA) security and the robustness properties. Intuitively, the correctness definition
ensures messages encrypted under a identity id can be decrypted correctly with the corresponding issued
key kiq. Similarly, the IND-CPA security guarantees privacy of messages encrypted under identities whose
keys are unknown to the adversary. Note that this should hold even when the adversary statically corrupts
up to t parties. Finally, the robustness requirement ensures that under-honest majority assumption, i.e.,
with ¢t < n/2, an adversary can not prevent honest parties from successfully decrypting honestly generated
ciphertexts. We note that in our robustness definition, we let the adversary to learn secret keys of all n
parties. We formalize these properties next and refer the reader to [4] for more details of these properties.



Game Expti'ff_c"a (n,t,A): Game Expt'f5 ™ (n, t, \):

1: pp < Setup(1*) 1: pp « Setup(1?)

2: Okeylss +— 0 2: C «+ A(pp)

3: C « A(pp) 3: (mpk, {ski}icn)) < KeyGen(n,t)

4: (mpk, {sk;};cn)) < KeyGen(n,t) 4: (m*,id*) + A% (mpk, {ski}icin])
5: (mo,mu,id") = A= (mpk, {ski}iec) 5: ct* « Enc(mpk,m*,id*)

6: ct* < Enc(mpk, my, id*) 6: Kigr 4 Okeylss(id™)

7: b A%Kes(ct*) 7: if |C|<t A Dec(ct*, kigs) #m”* :
8: if |C|<t A id" & Okeylss : 8: return 1

9: return b’ 9: return 0

10: return 0

Oracle Okeyiss(id):
1: QKeyIss — QKeyIss U {'d}

[1-Keylss is run among all n parties where A
controls the parties in C
2: kig < II-Keylss(id)
3: return kiy

Fig. 1: Security game Exptzfg'cpa and Expt’PE ™ and for a tIBE scheme

Definition 2 (Correctness of tIBE). For all n,t < n, all identity id, all message m € M, here M is the
message space, the following holds.

pp + Setup(1*)
(mpk, {ski}icn)) < KeyGen(n,t)
ct < Enc(mpk, m, id)
k. < II-Keylss(7)

Pr | Dec(k;,ct) =m =1 — negl(})

Definition 3 (IND-CPA security of tIBE). Let Expt'y’; ™ be the game as defined in Fig. . A tIBE scheme
is IND-CPA secure if for all n,t < n, all PPT adversaries A, we have

‘Pr [Exptffg'wa(n,t, A) = 1} —Pr [Exptj‘?’f'c"a(n,u A) = 1} ‘ = negl(\)

Definition 4 (Robustness of tIBE). Let Expt)® ™ be the game as defined in Fig. , A tIBE scheme is
robust if for alln € N;t < n/2, and all PPT adversaries A, we have

Pr [ExptiPE™(n,t,\) = 1| = negl()\)

CPA vs chosen-ciphertext attack (CCA) secure tIBE. In our tTLES construction, we issue identity
keys only publicly. More specifically, we will associate each identity id with a time (measured in block height)
and publicly issue kjq, once the block at height id has been finalized. Therefore, all these keys are also available
to the adversary after issuance. Hence, the IND-CPA security of tIBE suffices.

Concretely, we will instantiate the tIBE scheme using a threshold version of the IBE scheme from [2].

2.2 Batched Threshold Encryption

Our tTLES protocol also requires a chosen-ciphertext attack (IND-CCA) secure batched threshold encryp-
tion (BTE) primitive with associated data [6O/T]. We will summarize the interface of BTE and the properties



Game ExptiTE'cca (n,t, A, Bmax): Game Expt5 5™ (n, ¢, A, Bmax):

1: pp < Setup(1*) 1: pp « Setup(1?)

2: Ogpec + 0 2: €+ A(pp)

3: C «+ A(pp) 3: (mpk, {ski}icn)) < KeyGen(n,t)

4: (mpk, {ski};c[n]) < KeyGen(n,t) 4: Let inp := (mpk, {ski}ic[n))

5: (mo, m1,ad") < A8 (mpk, {sk;}icc) 5: (B,S C [B]) + A%« (inp)

6: ct* + Enc(mpk, my,ad") 6: if B > Bnax : return 0

70 b A9BDec(ct*) 7: {(mi, adi) }ieap s + AZE=(inp)

8: if |C|<t A ct” & Obpec : 8 forallie [B]\S:

9: return b’ 9: ct; < Enc(mpk, m;,ad;)

10: return 0 10: {ct;}ics AOBDec({Cti}ie[B]\S)

Oracle Ogpec({cti}ic(p)): 11: {Mi}icip) < Obpec({cti}icin))
II-BDec is run among all n parties where A con- 12 if ICI<t A (3i€[B]\S st m;#my):

trols the parties in C 13: return 1

12: Let {m;}ie(p) ¢ II-BDec(mpk, {cti}ic(m)) 14: return 0

13: OBDec +— 9QBDec U {Cti}iE[B]

14: return {m;}c(p
Fig. 2: Security and robustness game ExptiTE'cca and ExptiTE_"’b, respectively, for a BTE scheme

it provides. We note that existing BTE protocols do not guarantee IND-CCA security with associated data.
However, using techniques from [4], we can generically transform those schemes to guarantee CCA security
even with associated data.

Definition 5 (Batched Threshold Encryption with Associated Data). A batched threshold encryp-
tion scheme BTE with associated data consists of the following PPT algorithms and protocols:

— pp <+ Setup(1?*,1Bm): The randomized setup algorithm takes as input the security parameter X\ and the
mazimum batch size Bmayx and outputs public parameters pp which is an implicit input to all subsequent
interfaces.

— (mpk, {ski}icm)) < KeyGen(n,t): The randomized key-generation algorithm takes as input the total number
of parties n, the corruption threshold t, and outputs a master public key mpk to all, and the i-th secret key
sk; to party 1.

— ct < Enc(mpk, msg,ad): The randomized encryption algorithm takes as input a public key mpk, and a
message msg, and associated data ad, and outputs a ciphertext ct.

— {msg,}ieg)/L < TI-BDec(mpk, {cts}oes)): This is an interactive protocol among all parties for batch
decryption, where each party P; has a private input sk;, and all parties have common input mpk and

a batch of cipherterts {cty}ocip) where B < Buax. The protocol outputs the original decrypted messages
{msg,}ocip), otherwise L.

We require the BTE scheme to satisfy the correctness, IND-CCA security with associated data, and
robustness properties. We formalize these properties in Definitions [6] to [§] and describe them next.

Naturally, the correctness property ensures that correctly encrypted ciphertexts successfully decrypt to
the original encrypted messages. Formally,

Definition 6 (Correctness of BTE). A batched threshold encryption scheme BTE is correct for all n,t <
n, all Bmax, all B < Bpax, all messages (my,ma,...,mg) € M*, and all associated data (ady,ads,...,adp),
here M is the message space, the following holds.

pp < Setup(1?*, 1Bmax)
Vie[B] (mpk, {ski}icin]) < KeyGen(n,t)
g =m; {cti < Enc(mpk, m;,ad;)}ic(m

{m;}jerp) < T-BDec(mpk, {cti}ic5))

=1—negl(}))



The IND-CCA security with associated data for BTE ensures that an adversary cannot tell apart between
encryption of two equal-length messages, even if it can invoke the batch decryption protocol (II-BDec)
on arbitrary batches of its choice not containing the challenge ciphertext. We include the associated data
property in our IND-CCA definition to prevent any adversary from copying honestly generated ciphertexts for
any time 7 and submitting them to the batch decryption protocol by claiming them to be for a different time
7! # 7. As we discuss later, preventing such malleability attacks is crucial to guarantee the non-inclusion
privacy guarantee we discuss in Section [ We note that this should hold, even when the adversary statically
corrupts up to t parties during the protocol. More formally,

Definition 7 (IND-CCA security of BTE with associated data). Let ExptiTl,E_cca be the game as defined
in Fig. [3 A batched threshold encryption scheme BTE is IND-CCA secure with associated data if for all
n,t <n, and all PPT adversaries A, we have

| Pr [BxptE (1, £, A, Bmax) = 1] = Pr [ExptZTF 2 (n, A, Bmar) = 1] | = negl(3)

Finally, the robustness property prevents an adversary A, that can corrupt up to t parties, from invoking
the batch decryption protocol (II-BDec) on malformed ciphertexts to disrupt decryption of correctly gen-
erated ciphertexts. We note that this is a generalization of the rouge-ciphertext security property defined
in [6], where A can not corrupt any of the decrypting parties. Moreover, we want the robustness property
to hold even when the adversary learns the secret keys of all n parties. More formally,

Definition 8 (Robustness of BTE). Let E><thB4TE'rob be the game as defined in Fig. @ A batched threshold
encryption scheme BTE is robust if for alln € N;t < n/2,Bnax € N, we have the following:

Pr[Expt® ™" (n, ¢, \) = 1] = negl()\)

2.3 Pseudorandom Generator

Finally, our tTLES protocol relies on a pseudorandom generator (PRG) scheme PRG : {0,1} — {0, 1}V
for some function ¢(A) > A. A PRG is secure, if the following holds:

Definition 9 (Pseudorandom Generator Security). Consider the games Exptpre and Exptg,,q defined
in Fig.[3} A pseudorandom generator scheme PRG is secure, if for all PPT adversary A, we have the following:

’Pr [Exptprg(1*) = 1] — Pr [Exptgang (1Y) = 1] ‘ = negl(\).

Game Exptppe(1*): Game Exptg,4(17):
1: Sample z « {0,1}* 1: Sample y + {0, 1}*™
2: return A(PRG(z)) 2: return A(y)

Fig. 3: Security games for pseudorandom generator

3 Defining Threshold Time-lock Encrypted Storage

A threshold time-lock encrypted storage (tTLES) is a storage service provided by an entity £ (which can be a
blockchain) and a set of n servers, among which up to ¢ servers can be malicious. t TLES has clients, who can
store encrypted data in tTLES and specify a future decryption time 7 € N (time is just a monotonic counter
here). We assume that £ provides the following guarantees, which can, for instance, be easily achieved using
a blockchain.



1. £ maintains a monotonic current time 7., as time.

2. At any time 7oy, € receives a batch of encrypted storage requests C-,, := {ct;}ie(s,,, ] Where B, is
an integer upper bounded by Bmax. Each encrypted value ct; € Cr,, is encrypted towards some future
time 7; > 7Tcur- We note that each time 7; can be distinct.

3. At any time 7curr, upon receiving the batch of encrypted values Cr,,,, £ can run arbitrary public validation
checks on C_,.. Looking ahead, £ can enforce inclusion policies based on the associated data in clients’
requests.

4. At any time Teur, £ maintains the encrypted storage values in storage St,, for all future time 7/ > 7cyr
for which any client has submitted an encrypted storage request.

With access to an entity £ that provides the guarantees we describe above, we define a time-lock encrypted
storage protocol tTLES as follows.

Definition 10. A threshold time-lock encrypted storage (tTLES) protocol tTLES consists of the following
PPT algorithms:

— pp < Setup(1*, 1Bm). The setup algorithm takes as input the security parameter X, an upper bound Bnax
on the batch size, and outputs the public parameters for the scheme. We assume that all the interfaces
below take pp as input.

— (pk, {ski}icpn)) < KeyGen(n,t). The key generation algorithm takes as input the total number of parties n,
a threshold t < n, and outputs a public key mpk and n secret keys {sk;};cjn), where the i-th party receives
Ski.

— k; < II-Keylss(7). This is an interactive protocol that is executed among all parties, where each party P;
has a private input sk;, and all parties have a common input 7. The protocol outputs the decryption key
kr for time T.

— ct «+ Enc(mpk,m, 7). A client uses the randomized encryption algorithm Enc to encrypt a message m,
under the public key mpk, and a future time 7.

— {me}eep)/ L < I-BDec(mpk, {ct;};ec(p)). This is an interactive protocol among all parties for batch de-
cryption, where each party P; has a private input sk;, and all parties have common input mpk and a batch
of ciphertexts {cty}oc(a], possibly encrypted towards different times, where B < Buax. The protocol outputs
partially decrypted messages {Mmy}ocip), otherwise L.

— m := Dec(k;,m). The deterministic decryption algorithm takes a decryption key k, and a partially de-
crypted message m, and outputs the message m.

Intuition behind tTLES formulation. We formalize the t TLES primitive envisioning the following usage
scenarios. In a blockchain, consider a future target time (or block height) 7ig, that a client wants to encrypt
its data towards. Then, any time before 7, the client can encrypt a value towards time 75 using the Enc
algorithm and submit it to get included in the blockchain (modeled by £ in our definition) before the block
at height 7 gets finalized.

For decrypting a ciphertext ct (created w.r.t time 74 ), instead of defining a single decryption protocol,
say II-SDec(7ig, ct) which outputs the message m iff ct has been included at time Tiney < Tigr, we split the
decryption process across three protocols and algorithms (II-Keylss, II-BDec, Dec). This is motivated by the
following efficiency reason: In the former approach, the II-SDec protocol will need to be executed on the
entire set of encrypted storage values in St , which can be of unbounded size, and hence will be infeasible
to execute in a timely manner in practice. Our approach avoids this pitfall by splitting decryption across
three protocols, where the resources needed for II-Keylss and Dec are independent of the storage size St,_,.
Although the cost of running II-BDec depends on the size of St , in our design, parties run II-BDec in
batches, once for every time leading up to the target time 7ig. As a result, the cost of running II-BDec gets
amortized over a long time interval, and does not result in a bottleneck in practice.

Properties of tTLES. Naturally, we want any tTLES protocol to satisfy correctness, which ensures that
honestly generated ciphertexts get decrypted correctly.



Definition 11 (Correctness). For alln,t <mn, all A, Bmax, all B < Bpnax, all messages (my,ma,...,mp) €
M, and all time (11,72, ...,78), here M is the message space, the following holds.

pp « Setup(1*, 1Bm=x)
(mpk, {ski}ic[n)) < KeyGen(n,t)
{cti <= Enc(mpk, mi, 7)}ic(5) >1-— negl()\)
{k+; « II-Keylss(7:) }ic15)
{m;}je(m) < I-BDec(mpk, {cti}ic(n))

Vi€ [B]

Dec(k~,, ;) = m;

Pr

In terms of security, we intuitively require a tTLES to reveal the encrypted storage values when both:
(i) the encrypted values are included in the blockchain, as per some inclusion condition ¢ (say before the
target decryption time), and (ii) the decryption time for the encrypted value has passed. Informally, we refer
to these properties as non-inclusion privacy and time-lock indistinguishability property. The non-inclusion
privacy ensures privacy of all the encrypted storage values that are not included in the chain, and the
time-lock indistinguishability ensures that the standard timed delay privacy property. We formalize these
requirements using the security game Expt;‘Tﬁll‘,Es_seC in Figure

In the security game ExpttAT"gES'seC, the game maintains the current time 7c,, and a set Oppec of partially
decrypted values. Additionally, a PPT adversary A gets access to the time increment oracle Ovjnc, which upon
each invocation with a batch of ciphertexts, (i) increments the current time (line 12), (ii) runs the partial
batch-decryption protocol on the input batch of ciphertexts after removing the invalid ciphertexts based on
the inclusion condition (line 13-16), and (iii) issues a key for the current time 7¢,, (line 17). The winning
condition of A is similar to the IND-CCA security game of public key encryption schemes. Specifically, for
the challenge ciphertext A chooses two equal length messages (mg, m) along with a decryption time 7* (see
line 5), and receives a challenge ciphertext ct*. To win the game, A can then either request a key issuance
for time 7* or the batch decryption of a batch containing ct®, but not both. We check this constraint in line
9. Intuitively, here the check 7, > 7" ensures the time-lock indistinguishability, and the check ct* € Qppec
ensures the non-inclusion privacy. A wins the game Exptj";,ES'sec, if it can successfully guess the challenge
bit b, without violating this constraint. We formalize this in Definition

Definition 12 (TLES security). Let Exptfl',;ES'sec be the game as defined in Fig. . A tTLES scheme is
secure if for all n,t < n, all security parameter A, all Bynax € N and all PPT adversaries A, we have

‘Pr [ExptjbES‘seC(n, £, A, Brax) = 1] — PrExptd 555 (n, £, A, Bpna) = 1] ‘ = negl())

Finally, from the usability perspective, we also require the tTLES protocol tTLES to be robust in the
following sense. Under the honest-majority assumption (i.e., with ¢ < n/2), an adversary cannot prevent
honest parties from successfully decrypting the encrypted values, even when the adversary includes these
honestly encrypted ciphertexts in batches containing arbitrarily crafted adversarial ciphertexts. We formalize
this property using the game Expti{"ES_mb in Fig. 4l Note that we want robustness to hold, even when the

adversary learns the secret keys of all honest parties.

Definition 13 (TLES robustness). Let Exptf;lr"Es_rOb be the game as defined in Fig. . A tTLES scheme
is secure if for all n,t < n/2, all security parameter X, all Bnax € N and all PPT adversaries A, we have

Pr [Expti{LES'mb(n,t, A, Bmax) = 1} = negl()\)

Efficiency requirements. To eliminate expensive solutions, we require a tTLES protocol to satisfy the
following efficiency properties:

(E1) Let ct « Enc(mpk, m,7), then we want that size of the ciphertext is proportional to the length of the
underlying message, i.e., |ct|= O(|m]).



Game Expti"bES_sec(n, t, A, Bmax): Game Expttj"ES'mb(n, t, A, Bmax):

1: Teurr = 0 1: Teurr = 0
2: OBpec < 0 2: OBpec + 0
3: pp « Setup(1?*, 1Bmax) 3: pp + Setup(1*, 18max)
4: C « A(pp) we assume A to be stateful 4: C + A(pp) we assume A to be stateful
5: (mpk, {ski}icn]) < KeyGen(n,t) 5: (mpk, {ski}icn)) < KeyGen(n,t)
6: (mo,ma, 77) ¢ AT (mpk, {ski}icc) 6: (B,U C [B]) ¢ AT (mpk, {ski}icin))
7: ct”™ < Enc(mpk,my, 7") 7: if B > Bmax : return 0

-y OTinc *
8 b= AT (et) 8: {(mi,m)}ieipu AT (mpk, {ski}icc)
92. if Teur 277 A ct” € Qppec : [I-BDec and II-Keylss is run among all n parties
10: returln 0 where A controls the parties in C
11: return b _

9: for alli € [B]\ U :

Oracle Orinc({ct; },e(5)): 10: ct; < Enc(mpk, m;, 7;)
12: Teurr := Teurr + 1 11: k-, < II-Keylss(7;)
13: parse each ct; as (75, ct}) 12: {cti}icv — AT ({ct; }iespo)

checking inclusion condition 13
14: S = {ctj\ je[BIAT > Tcurr}
15: Qppec ¢ QBpec U S

[1-BDec and I1-Keylss is run among all n parties 15: return 1
where A controls the parties in C 16: return 0

16: {mi}ieHSH <~ H—BDec(mpk, S)
17 keurr < TI-Keylss(7eurr)
18: return (keur, {Mi}ticqs))

: {mi}ie[g] < H-BDec(mpk, {Cti}ie[B])
14: if |IC|<t A (T i€ [B]\U s.t. Dec(kr,,m;) # m;) :

Fig. 4: Security and robustness game Expti},"bES'sec and Expti"ES'mb, respectively, for a tTLES protocol

(E2) For any time 7, let St be the encrypted storage maintained by &, then we want |St,| to be unbounded,
i.e., £ should be able to store arbitrary number of values in the encrypted storage. Note that this also
implies that |St.|>> Bmax-

(E3) Let m := Dec(k,,m) for some message m, then the running time of Dec is O(|m/, A).
(E4) For any invocation of II-BDec, we require the per party communication cost to be O(\).
(E5) For any time 7, the running time of the entity £ is bounded by O(Bmax).

4 Design and Analysis of Time-lock Encrypted Storage

In this section, we present our t TLES protocol and its security analysis. Our protocol is extremely simple and
relies on threshold identity-based encryption (tIBE) and batched threshold encryption (BTE) in a black-box
manner. Before we describe our approach, we want to note issues with designing tTLES using just tIBE
or BTE. As discussed in Section [1} protocols such as tlock [I3] that rely only on tIBE do not provide the
non-inclusion privacy property. Below, we describe an approach that only relies on BTE, and discuss its
limitations.

An inefficient solution using only BTE. Using just a BTE scheme, we can design a tTLES protocol
as follows. Clients can submit their encrypted storage values towards a target time 7, anytime before 7ig:.
Let St be the set of encrypted values to be decrypted at time 7ig:. To decrypt these values, at time Tig,
parties run the BTE.II-BDec protocol to decrypt all the values in St simultaneously.

This approach is correct and ensures both time-lock indistinguishability and non-inclusion privacy. How-
ever, it is not very efficient, as parties need to run the BTE.II-BDec on a large batch size |St,, | at once, which
can be very expensive [IJ6/9]. Moreover, if |St,_| can be unbounded, as required by the efficiency property
(E2), this approach would be infeasible.

Tigt
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Setup(1*, 18max):

1: Let ppgre < BTE.Setup(1*,18m=)

2: Let ppyge + tIBE.Setup(1?)

3: return pp < (PPgre; PPugE)-
All algorithms implicitly take pp as input

KeyGen(n, t):

4: Let (mpkgrg, {skeTe,i}icn)) < BTE.KeyGen(n,t)

5: Let (mpkyge, {skusk,i }ic[n]) < tIBE.KeyGen(n,t)

6: return mpk := (mpkgrg, mpkyge),  {ski := skaTe,q, skuse,i }icn]

Enc(mpk, m, 7):

7: Sample s1, 52 +s {0,1}*

8: Let cty < BTE.Enc(mpkgrg, s1,ad := 7)

9: Let cts < tIBE.Enc(mpk,gg, s2,id :=7)

10: Let cts := m © PRG(s1 @ sz, |m|) PRG expands the seed (s1 @ s2) to |m| bit pseudorandom string

11: return ct := (cty := 7, ct, Ct3, Cta)

H—BDec(mpk, {Ctj}je[B]):

12: {Sj,l}je[B] — BTE.H—BDec(mpkBTE,{ctj,g}je[B] )

13: return {mj}je[B] = {(Ctj71, Sj,1,Ctj 3, Ctj,4)}j€[B]
I1-Keylss(7):

14: return tIBE.II-Keylss(id = 7)

Dec(k-,m):

15: Parse (_,s1,ct3, cty) 1=
16: let s := tIBE.Dec(cts, k-)
17: return m := cts ® PRG(s1 @ s2)

Fig. 5: Description of our tTLES protocol.

4.1 Owur Approach

We summarize our tTLES protocol tTLES in Fig. [6] and describe it next. tTLES is simple, efficient, and
relies on threshold identity based encryption and batched threshold encryption in a black-box manner.

Setup (line 1-3). The setup algorithm runs the setup algorithm of BTE and tIBE, and outputs (ppgrg, PPige)
as its public parameters.

Key generation (line 4-6). Similar to the setup algorithm, our key generation algorithm runs the key
generation algorithm of both BTE and tIBE. It then outputs the combined public key (mpkgtg, mpkyge) as
its public key. Similarly, the secret key of the i-th party is the combined secret key (sksTe,;, ke, )-

Encryption (line 7-11). To encrypt a message msg towards a target time 7ig, a client samples two secrets
s1, 82 € {0,1}*. The client then encrypts s; using the BTE encryption algorithm with 7 as the associated
data, and encrypts sp using tIBE with 7y as the identity. The client then expands s; & sp to |m| bit
pseudorandom string using a pseudorandom generator, and uses it as a one-time pad to encrypt the message
m. Here, the secrets (s1,$2) can be seen as 2-out-of-2 secret shares of some secret s := s; @ so [IT]. Note
that by using 7 as the associated data in the BTE encryption, we ensure that the generated ciphertext ct
is non-malleable even with respect to time Tig:.

Batch decryption at inclusion time (line 12-13). Let us first describe how the inputs to the t TLES.II-BDec
protocol are created. At any given time 7y, the bulletin-board entity € receives batch {ct; }je[ p) of B ci-
phertexts. £ parses each ciphertext ct; as ct; = (7;,ct;j2,%), where 7; is the target decryption time of the
ciphertext ct;. Next, £ checks that 7; > 7curr, and creates a batch containing only such valid ciphertexts.
Without loss of generality, let us assume that all the ciphertexts in {ct;};c(p] satisfy the abovemen-
tioned inclusion condition. Then, our batch decryption protocol, invokes the BTE.II-BDec protocol on input
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(mpkgre, {ctj2}jein]). Let {s;j1} be the output of the BTE.II-BDec protocol. Our protocol, then outputs
{m;}jerp) := {(ctj1,551,ctj3,ctja)} ep as the partially decrypted values.

Key issuance (line 14). To issue a key for any time 7, our protocol runs the tIBE key issuance algorithm
with id = 7, and outputs its output.

Decryption (line 15-17). Given the tIBE key k, for any time 7, and a partially decrypted ciphertext
m = (T, s1, Cts, cty), the decryption algorithm first recovers the share s by running the tIBE.Dec with k. as
the key. The algorithm outputs as cty @ PRG(s; @ s2) as the message.

4.2 Analysis

The correctness of our protocol is clear. Next, we will argue security, assuming that the underlying BTE and
the tIBE scheme are secure as per Definitions [3] and [7] respectively. Formally, we prove the following:

Theorem 1 (tTLES Security). Assuming the existence of an IND-CPA secure threshold Identity Based
Encryption (IBE) scheme (Definition[1) and IND-CCA secure Batched Threshold Encryption (BTE) scheme
with associated data (Deﬁnition@, and a pseudorandom generator (PRG), our t TLES protocol tTLES (Fig. @
is secure as per Definition @

Proof. The security of our scheme follows from the IND-CCA security of the BTE scheme and IND-CPA
security of the tIBE scheme. To see this, consider the following set of experiments:

— Expty: This is the experiment ExpttTLES *¢(n,t, \, Bmax) as defined in Fig. With b =0 and TLES scheme
instantiated with our construction in Fig. [5| Let £ = |mg|= |m1], be the length of the challenge messages.

— Hyb,: This is the same as Expt, except that when forming the challenge ciphertext ct* = (ct}, ct}, ct}, ct}),
instead of setting ct} as mo ® PRG(s; @ sg,¢), we sample a random string r <s {0,1}* and set ct} as
mo & PRG(T‘, E)

— Hyb’: This is the same as Hyb, except that when forming the challenge ciphertext ct* = (ctj, ct}, ct}, ct}),
we set ct} as r +s {0, 1}%.

— Hyb;: This is the same as Hyb" except that when forming the challenge ciphertext ct* = (ct}, ct}, ct}, ct}),
we sample a random string r < {0,1}* and set ct} as m; ® PRG(r, ¢)

— Expty: This is the experiment Exptm‘ES *¢(n,t, A, Bmax) as defined in Fig. With b =1 and TLES scheme
instantiated with our construction in Fig.

We now prove that Expt, ~. Expt;. To do this, we argue that each intermediate pairs of hybrids are
computationally indistinguishable. At a high-level, the proof structure looks as follows:

— Expty =, Hyby: This follows from the IND-CCA security of the BTE scheme and IND-CPA security of the
threshold IBE scheme.

Hyb, ~. Hyb’: This follows from the security of the pseudorandom generator.

— Hyb’ & Hyb,: This again follows from the security of the pseudorandom generator.

— Hyb; ~. Expt;: This follows from the IND-CCA security of the BTE scheme and IND-CPA security of the
threshold IBE scheme in a manner identical to the indistinguishability argument between Expt, and Hyb,.

We will now rigorously prove each of the four aforementioned indistinguishability claims.
Lemma 1. Expty ~. Hyb,.

Proof. Consider an interaction of A with a game (either Expt, or Hyb,). In this interaction, let E be the
event that A makes oracle query on the ciphertext ct with associated data 7*. Similarly, let F be the event
that A makes > 7* oracle queries.

Intuitively, we define these events to separately analyze the cases where the indistinguishability of Expt
and Hyb, is reliant on the BTE scheme and tIBE scheme. Specifically, we will now establish the following
three lemmas, and then combine them to prove that Expty ~. Hyb.
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Reduction algorithm Agte:

1. Initialize Teyrr := 0 and Qppec < 0
2. Receive ppgre from Cgre, and sample pp,ge < tIBE.Setup(1?*)
3. Set pp := (Ppgre; PPyge) and send pp to A
4. Receive the corruption set C from A and forward it to the challenger Cgre
5. Receive (mpkgrg, {sksTe,i}iec) from Care, and sample (mpkyge, {skuse,i }icin]) < tIBE.KeyGen(n,t)
6. Send mpk := (mpkgrg, mpkyge), {ski := skeTe,:, skuse,i ficlc)
7. Simulate the oracle Ot for adversary A as follows:
(a) Update Teurr = Teurr + 1
(b) For every query @ = {ct;};¢(p) from A, compute S as in Line |14]in Figure [4] and forward S to Cgre.
(c) Once Cgre initiates an execution of the protocol II-BDec(mpkgrg,S) on behalf of the set of honest
parties [n] \ C, forward the protocol messages back and forth between Cgre and A (which is executing
II-BDec(mpkgrg, S) on behalf of the set of corrupt parties C). Let {mi}ic[g be the output of the
execution of II-BDec(mpkgrg, S) computed by the Cgte on behalf of honest parties. Receive {1 }ic(is
from CBTE«
(d) Update QBDec — QBDec us
(e) Initiate an execution of the protocol II-Keylss(7eurr) by simulating the set of honest parties [n] \ C using
the secret keys {skﬂBE,i}ie[n]\c, forward the protocol messages back and forth between the simulated set
of honest parties and A (which is executing II-Keylss(7curr) on behalf of the set of corrupt parties C). Let
keurr be the output of the execution of II-Keylss(7eur) computed by the simulated honest parties.
(f) Send (kc._.m {mi}ie[ls\]) to A.
8. Simulate the challenge phase for adversary A in the following way:
(a) Receive the challenge (mo,m1,7") from A
(b) Sample s1,0, 51,1 +$ {0, 1}>‘ and forward (s1,0,81,1,ad :=7") to Cgre.
¢) Receive the response ciphertext ctjrg from Cgre where ctirg < BTE.Enc(mpkgrg, s1,0,ad :== 77) or
ctgre < BTE.Enc(mpkgre, s1,1,ad := 7%)
(d) Sample s2 s {0,1}* and compute ctjjge + tIBE.Enc(mpkygg, 52,id = 7%)
(e) Compute ctprg = mo ® PRG(s1,0 D s2, )
(f) Send ct* := (7™, ctaye, Ctiige, Ctprg) to A
9. Let b’ be the bit output by A. Define, b as:

~ 0 2 if Teurr > T A ctt € QBDec
b :otherwise

10. If Teur > 77 Act™ ¢ Qgpec, output l~7, otherwise output 0.

Fig. 6: Reduction algorithm AgTe to break the IND-CCA security of BTE.

Claim 2 ‘Pr[ExptO = 1A -EAF] - Pr[Hyby = 1 A =E A F]| = negl(\).

Proof. Suppose the lemma is false w.r.t. an adversary .A that participates in either Expt, and Hyb,. We can
use A to construct an adversary Agtg that contradicts the IND-CCA security of the BTE scheme. Let Cgtg
be the challenger for BTE scheme which executes the steps outlined in BTE security game ExptiTE_cca (see
Fig. [2) while interacting with the reduction adversary B and providing it access to the oracle Ogpec.

Let ExptiTg'cca and ExthBL‘T,lE'cca denote the experiment where Cgre encrypts si o and sq 1, respectively.

The output of these experiments, as defined in BTE security game ExptEJbE @ (see Fig. , is either 0 if the

ciphertext ctgrg with associated data ad := 7 is queried to Cgre or is equal to the bit received from the
reduction adversary Agtg, which we describe in Fig. @

By the construction of Agtg, we note the following:

— When Cgtg encrypts sj o, the view of A is identical to its view in Expt, and the bit b (defined in Line 13
of the adversary Agtg) is identical to the output of Expt, (as defined in Fig. {4)).
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— Similarly, when Cgtg encrypts s1,1, the view of A is identical to its view in Hyb,, and the bit b is identical
to the output of Hyb,.

Moreover, the adversary AgTtg outputs 1 when all the following conditions are true:

—b=1 (equivalent to Expt, or Hyb, outputting 1)
— ct* ¢ Ogpec (equivalent to the event —E occurring)
— Teurr > 7* (equivalent to the event F occurring)

Hence, it follows that,
Pr(Exptys °? = 1] = Pr[Expty = 1 A ~E A F] (1)

Pr(Expt'T °? = 1] = Pr[Hyby = 1 A =E A F] (2)
Subtracting Eq. from Eq. (/] .7 we get

‘ Pr[Expt?IE°® = 1] — Pr[Expts £ 1]‘ - ‘ Pr[Expty = 1 A ~E A F] — Pr[Hyb, = 1 A —=E A F]
# negl(\)
This contradicts the IND-CCA security of the BTE scheme. O

Claim 3 ‘ Pr[Expty = 1 A =F] — Pr[Hyby = 1 A ﬁF}‘ = negl(\).

Proof. Suppose the lemma is false w.r.t. an adversary A that participates in Expt, and Hyb,. We can use A
to construct an adversary Ayge that contradicts the IND-CPA security of the tIBE scheme. Let Cygg be the
challenger for tIBE scheme which executes the steps outlined in tIBE security game (Fig.[1)) while interacting
with the reduction adversary Auge and providing it access to the oracle Okeyiss.

tIBE -cpa tIBE -cpa

Let Expt 4

The output of these experlments as defined in tIBE security game ExpttIBE P2 (see Fig. , isOifid:=7*1is
queried to Cygg, else the output is equal to the bit received from the reduction adversary Aygg, which we
describe in Fig.

By the construction of Aygg, we note the following;:

and Expt, denote the experiment where Cygg encrypts sg o and sg 1, respectively.

— When Cygg encrypts sz o, the view of A is identical to its view in Expt, and the bit b (defined in Line 13
of the adversary Ayge) is identical to the output of Expt, (as defined in Fig. [4)).

— Similarly, when Cyge encrypts sz 1, the view of A is identical to its view in Hyb, and the bit b is identical
to the output of Hyb,.

Note that Ayge outputs 1 when both of the following conditions are true:

—b=1 (equivalent to Expt, or Hyb, outputting 1); and
— Teurr < 7* (equivalent to the event —F occurring)

Hence, it follows that,

tIBE-cpa

Pr[Expty, - = 1] = Pr[Expt, = 1 A —F] (3)

Pr[Expt’t = 1] = Pr[Hyb, = 1 A —F] (4)
Subtracting Eq. from Eq. ., we get
Pr[Expt'e6 P = 1] — Pr[Exptiet e = 1]( - ‘Pr[ExptO = 1 A —F] — Pr[Hyby = 1 A =F]| # negl(\)

This contradicts the IND-CPA security of the tIBE scheme. O
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Reduction algorithm Aqygg:

1. Initialize Teur == 0 Qppec < 0
2. Receive ppyge from Cyge and sample ppgre < BTE.Setup(1*)
3. Set pp := (Ppgre; PPuge) and send pp to A
4. Receive the corruption set C from A and forward it to the challenger Cyge
5. Receive (mpkyge, {skuse,i }icc) from Cuge and sample (mpkgrg, {skeTe i }ic[n]) < BTE.KeyGen(n,t)
6. Send mpk = (mpkBTE, mpkﬂBE), {Ski = SkBTE,iyskHBE,i}iE[C] to .A
7. Simulate the oracle Ot for adversary A in the following way:

(a) Update Teurr = Teurr + 1

(b) For every query @ = {ct;},c(5) from A, compute the set S as defined in Line [14] in Figure {4] Initiate
an execution of the protocol II-BDec(mpkgrg, S) by simulating the set of honest parties [n] \ C using the
secret keys {sksTe,i}icn)\c, forward the protocol messages back and forth between the simulated set of
honest parties and A (which is executing II-BDec(mpkgrg, S) on behalf of the set of corrupt parties C).
Let {mi}ic[s)) be the output of the execution of II-BDec(mpkgrg, S) computed by the simulated honest
parties.
Update QBDec <~ QBDec us
Send id := 7curr to Cige.
Once Cyge initiates an execution of the protocol II-Keylss(id := 7cyrr) on behalf of the set of honest
parties [n] \ C, forward the protocol messages back and forth between Cyge and A (which is executing
IT-Keylss(id := 7curr) on behalf of the set of corrupt parties C). Let keurr be the output of the execution of
IT-Keylss(id := 7curr) computed by the Cyge on behalf of honest parties. Receive ke from Cuge.
(f) Send (kcum {mi}iE[ISH) to .A

8. Simulate the challenge phase for adversary A in the following way:
(a) Receive the challenge (mo,m1,7") from A
(b) Sample s2,0, 2,1 +$ {0, 1}>‘ and forward (s2,0,82,1,id := 7") to Cuge.
(c) Receive the response ciphertext ct{jgg from Cyge where ct{jgg < tIBE.Enc(mpkygg, s2,0,id := 7") or ctjjge
tIBE.Enc(mpkygg, s2,1,1d := 7%)
(d) Sample s1 s {0,1}* and compute ctjrg < BTE.Enc(mpkgrg, 51,ad = 7%)
(e) Compute ctprg == mo ® PRG(s1 @ s2,0,£)
(f) Set ct* :== (7", ctgre, Ctige, Ctprg) and send ct* to A

9. Let &' be the bit output by .A. Define, b as:

o

—~ o~
Q.
_

@

- {0 Cif Tewr > 7 A ct® € OBpec

b’ : otherwise

10. If 7eur < 7, output l~), otherwise output 0.

Fig. 7: Reduction algorithm Ayge to break the IND-CPA security of tIBE.

Claim 4 ‘Pr[ExptO = 1AEAF] - Pr[Hyby = LAEAF]| =0

Proof. The proof is trivial. When events E and F both occur, then Expt, always outputs 0 (see line [§] in
Fig.[d)), and so does Hyb,. Therefore, Pr[Expty => 1 AE A F] = Pr[Hyb, = 1 AEAF] = 0. O

Now that we have proved all the three intermediate lemmas, we move on to proving the claim. Note that
the following holds.

Pr[Expt, = 1] = Pr[Expt, = 1 A =F] + Pr[Expt, = 1 A =E A F] + Pr[Expt, = 1 AE A F] (5)
Pr[Hyb, = 1] = Pr[Hyb, = 1 A =F] + Pr[Hyb, = 1 A =E A F] 4+ Pr[Hyby, = 1 AE A F] (6)
Subtracting Eq. @ from Eq. 7 we get
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Reduction algorithm Apgg:

9

1
2
3
4.
5
6
7

. Initialize Teurr == 0 and Ogpec <+ 0

. Sample ppgre ¢ BTE.Setup(1*,18m) and ppyge ¢ tIBE.Setup(1*)

- Set pp = (PPgre, PPyge) and send pp to A.

Receive the corruption set C from A.

. Sample (mpkgrg, {skaTe i }icn)) < BTE.KeyGen(n,t) and (mpkygg, {skuse,i}ic[n)) < tIBE.KeyGen(n, t)
. Send mpk, {sk; }icc to A.

. Simulate the oracle Ot for adversary A in the following way:

(a) Update Teurr = Teurr + 1

(b) For every query @Q = {ct;};c;p) from A, compute the set S as defined in Line in Figure |4 Initiate
an execution of the protocol II-BDec(mpkgrg, S) by simulating the set of honest parties [n] \ C using the
secret keys {skaTe,i}icin]\c, forward the protocol messages back and forth between the simulated set of
honest parties and A (which is executing II-BDec(mpkgrg, S) on behalf of the set of corrupt parties C). Let
{mMi}ieq s be the output of the execution of II-BDec(mpkgrg, S) computed by the simulated honest parties.

(C) Update QBDec — QBDec us

(d) Initiate an execution of the protocol II-Keylss(7eyr) by simulating the set of honest parties [n] \ C using
the secret keys {skﬂBE,i},-e[n]\c, forward the protocol messages back and forth between the simulated set of
honest parties and A (which is executing II-Keylss(7cur) on behalf of the set of corrupt parties C). Let kcurr
be the output of the execution of II-Keylss(7curr) computed by the simulated honest parties.

(e) Send (kcurr7 {mi}ie“su) to A.

Simulate the challenge phase for adversary A in the following way:

(a) Receive the challenge (mo,m1,7*) from A

(b) Sample s1, s2 +3 {0,1}*

(¢) Compute ctgrg < BTE.Enc(mpkgre, s1,ad := 77) and ctjjgg < tIBE.Enc(mpk,gg, s2,id == 7")

(d) Receive a challenge string u of length £ from Cprg where u := PRG(s) for s <—s {0,1}* or u +s {0, 1}
(e) Send ct* := (7", ctire, Ctige, Ctprg := Mo D u) to A

. Let b’ be the bit output by A. If 7eur > 7° A ct* € Oppec, output 0. Otherwise, output b'.

Fig. 8: Reduction algorithm Aprg to break the pseudorandom property of PRG.

Pr[Expt, = 1] — Pr[Hyb, = 1] = (Pr[ExptO = 1A —F] — Pr[Hyby = 1 A ﬂF])
+ (Pr[ExptO = 1A —EAF] - Pr[Hyby = 1 A =E A F})
+ (Pr{Expty = 1 AEAF] = Pr[Hyby = 1 AEAF]) (7)
Now, by invoking Theorem [2| Theorem |3[ and Theorem [4|in Eq. (]z[), it follows that:
‘ Pr[Expt, = 1] — Pr[Hyb, = 1]‘ = negl(\)

This completes the proof of our claim. a

Lemma 2. Hyb, ~. Hyb'.

Proof. Suppose that the claim is false w.r.t an adversary A that participates in Hyb, and Hyb’. We can use A
to construct an adversary Apgrg that contradicts the security of the PRG scheme. Let Cprg be the challenger

for

PRG scheme.
Let Exptpgrg and Exptg,,q denote the experiment where Cprg sets u := PRG(s) and u +$ {0, 1}* respec-

tively. The output of these experiments, as defined in PRG security game, is equal to the bit received by the
Cprg from the reduction adversary B. By the construction of B, we note the following:

16




— When Cpre sets u == PRG(s) for s «$ {0,1}*, the view of A is identical to its view in Hyb, and the
output of Aprg (see Line 12 of Fig. [8)) is identical to the output of Hyb,.

— Similarly, when Cprg samples u «s {0, 1}5, the view of A is identical to its view in Hyb’ and the output
of Apgg is identical to the output of Hyb'.

Therefore, we get:
Pr[Exptppe = 1] — PrExptgang = 1}‘ - ‘Pr[Hybo = 1] — Pr[Hyb’ = 1]| # negl(\).

This contradicts the security of the PRG scheme and concludes the proof of our claim. O

Lemma 3. Hyb' ~ Hyb;.

Proof. The proof for this claim follows from the security of the PRG scheme. Formally, the proof is identical
to the proof of Lemma (Hyb, ~. Hyb") with the exception that my is replaced with m; when the reduction
adversary B creates the ciphertext ctgpe. O

Lemma 4. Hyb, ~. Expt;.

Proof. The proof for this claim follows from the IND-CCA security of the BTE scheme and IND-CPA security
of the threshold IBE scheme. Formally, the proof is identical to the proof of Lemma (1| (Expt, ~. Hyb,) with
the exception that my is replaced with m; when the reduction adversary B creates the ciphertext ctprs. O

Next, we will proof robustness of our scheme, assuming that the underlying schemes BTE and tIBE is
robust as per Definitions [4] and [§] respectively. Formally,

Theorem 5 (tTLES Robustness). Assuming the existence of an robust threshold Identity Based Encryp-
tion (IBE) scheme ( Definition[4]) and a robust Batched Threshold Encryption (BTE) scheme (Definition|d),
our tTLES protocol tTLES (Fig.|d) is robust as per Definition .

Proof. Any ciphertext ct in our tTLES is a tuple of four elements, i.e., ct = (cty, cto, ct3, ct4) where cts is a
BTE ciphertext of random s; € {0,1}* with associated data 7, ctz is a tIBE ciphertext encrypting another
random value so under identity 7, and cty = m @ PRG(s1 @ sa, |m|).

Consequently, the tTLES decryption has two main steps: (i) decrypting cty to recover sj, and (ii),
decrypting cts to recover so. Clearly, if s; and sy are correct, since cty is a deterministic function of s, s9
and the underlying message m, we will correctly recover original m.

Next, we will show that except with negligible probability, both s; and ss are correctly recovered for
all honestly encrypted messages in a batch. Let Fgtg be the event that BTE decryption of any honestly
encrypted message in the batch output by the adversary fails, and Fygg be the event that tIBE decryption
of any honestly encrypted message in the batch fails. Then, from Definitions [4 and [8] we have that there
exist negligible functions negl, (+), negly(+) such that:

Pr[Fere] = Pr[ExptS = °(1%) = 1] < negl;(\), and Pr[Fygg] = Pr[ExptiCt (1) = 1] < negly(\)
Now, using union bound, we have that:
PI‘[FBTE vV FtIBE} < negll()\) + neg|2(/\)

Finally, if neither Fgtg nor Fygg occurs, then all honestly encrypted messages in the batch are correctly
decrypted, i.e.,
PI‘[EXpti{LES_rOb = 1] < PI‘[FBTE V FtIBE] < negl(/\)

for some negligible function negl(-). This completes the proof that our tTLES protocol is robust. O
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5 Discussion and Conclusion

In this paper, we presented time-lock encrypted storage (tTLES), a storage service provided by blockchains
where clients can submit (using transactions) encrypted values to be decrypted at a future time 74 (measured
in block height). The security guarantees of tTLES require that the submitted values can only be decrypted
after the time 7 has elapsed (the time-lock indistinguishability property) and the transactions submitting
the encrypted values have been included in the blockchain (the non-inclusion privacy property). We have
provided a formal definition of tTLES and proposed an efficient protocol that relies on (in a black-box
manner) a threshold identity-based encryption (tIBE) scheme and a recent batch threshold decryption (BTE)
scheme. Our proposed solution allows for an unbounded number of ciphertexts to be encrypted towards any
decryption time 7 while keeping the decryption cost (both communication and computation) at time 7ig
independent of the number of such ciphertexts.

We suggest two natural extensions of our tTLES design.

Generalizing to other decryption policies. Our tTLES protocols guarantee time-lock indistinguisha-
bility and non-inclusion privacy by secret sharing the ephemeral secret key (s1 @ s2) with 2-out-of-2 secret
sharing, encrypting the share s; with tIBE and the other share so with BTE. This ensures that the decryption
requires both shares s; and so. A natural extension of this approach is to support more expressive decryption
policies, such as t-out-of-n decryption policies by secret sharing the ephemeral key using threshold secret
sharing [I7]. We note that these decryption conditions can be either internal to the blockchain protocols or
can be fed in externally using external oracles.

Relaxing the encrypted storage inclusion condition. Our tTLES construction works with the inclusion
condition that each encrypted storage encrypted towards a target decryption time T gets included in a
block before the time 7ig has elapsed. Although this inclusion condition is sufficient for the applications we
discussed, some applications can benefit from a more flexible inclusion condition. For example, we may allow
the client to specify two timestamps: the target decryption time 7z, and an expiry time 7ep, with possibly
Texp = Ttgt- Under this relaxed condition, encrypted values may still be included after 7ig, enabling use cases
where users want ciphertexts to remain valid candidates for inclusion even after 7y has passed.
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