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ABSTRACT
Many blockchains utilize public peer-to-peer networks to commu-
nicate transactions. As activity on blockchain-based DeFi protocols
has increased, there has been a sharp rise in strategic behaviour
from bots and miners, commonly captured by the notion of Maxi-
mal Extractable Value (MEV). While many works have focused on
MEV arising from the smart contract layer or consensus layer, in
this work we study how a strategic agent can maximise realisable
MEV through the optimal choice of network peers.

Specifically, we study how existing definitions and algorithms
for latency optimization [14, 17] can be augmented with informa-
tion about the transactions themselves in order to optimize peering
algorithms. We formally model this optimization objective for two
classes of consensus protocols : 1) time-based (“fair ordering”) pro-
tocols and 2) single leader-based protocols. We present an efficient
local algorithm for choosing peers strategically, and evaluate our al-
gorithm on real world data to show that it outperforms benchmark
algorithms that either choose peers randomly or do not exploit
information about blockchain transactions.

CCS CONCEPTS
• Security and privacy→ Distributed systems security; • Net-
works→ Network structure; Network algorithms; Network simu-
lations.
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1 INTRODUCTION
The emergence of blockchain-based financial markets through de-
centralized finance (DeFi) has created both a new form of protocol-
based financial infrastructure and a new class of strategic opportu-
nities that rely on these mechanisms. For blockchains that utilize
peer-to-peer (P2P) networks to communicate pending and finalized
transactions, many such opportunities can be observed in advance
by miners and/or validators, who can then profit from their ability
to arbitrarily include, exclude, and reorder transactions. Collectively
referred to as MEV (Maximal Extractable Value), this phenomenon
was first documented in [8] and then empirically and formally stud-
ied in [6, 19, 21]. In addition to miners, sophisticated actors such as
bots and arbitrageurs can exploit pending transaction information
to extract MEV profits for themselves. The interaction between
these actors has given rise to a growing ecosystem, with tools that
coordinate MEV activity among bots and miners/validators while
attempting to minimize negative externalities. However, this infras-
tructure also introduces significant centralization and consensus
risks to the blockchain itself.

MEV can arise from the application layer (smart contracts),
consensus layer (rewards to protocol participants), or network
layer. Prior research has primarily studied MEV at the applica-
tion [6, 10, 20] and consensus [9, 13] levels. However, the ability to
compete for MEV profits is also linked to latency in observing pend-
ing transactions at the network layer. This information advantage
in transaction propagation can be exploited by faster participants
to extract MEV. Maximizing network-level performance generally
relies on centralized or third-party infrastructure such as private
node relays, but recent work has shown that it is possible to reduce
latency independently, i.e. from the perspective of an individual
node, via the Peri algorithm [17]. Peri (inspired by the Perigee algo-
rithm [14]) introduces a local approach to strategic peer selection
that significantly improves on random peer selection without re-
quiring global knowledge of network topology.

As formulated, Peri does not incorporate transaction data or
metadata in order to optimize the choice of peers. In this work, we
initiate the study of how latency information may be combined
with blockchain transaction data to inform the selection of peers by
a strategic agent. We show that a strategic agent can consistently
extract higher MEV by adaptively choosing peers based on both
latency and the value of transactions to the agent itself. We also
discuss how the class of underlying consensus protocol and the
parameters of the protocol, such as number of consensus committee
members or block production schedule, impacts the effectiveness of
the weighted selection process. Finally, we evaluate our algorithm
(MEV-Peri) against baselines of random peering and Peri [17] on
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simulated latency models of P2P networks and estimated transac-
tion flow from real world Ethereum mainnet activity.

Our contributions:

• Model the objective of maximising MEV-weighted adversar-
ial advantage (generalized latency reduction) for (1) time-
based ordering protocols and (2) leader-based protocols.
• Introduce an algorithm, MEV-Peri, to maximise a node’s
expected MEV-weighted advantage from peer selection.
• Develop simulation methods to evaluate our algorithm based
on real estimates derived from Ethereum mainnet activity.

Paper overview: In Section 2, we provide a background discussion
of P2P structure, the Peri and Perigee algorithms [14, 17] and MEV.
We then develop our model in Section 3 along with a discussion
on how different protocol parameters affect the peering algorithm
and gain from optimization. We discuss our algorithm, MEV-Peri,
in Section 4, and evaluate MEV-Peri on different models of P2P
networks and consensus protocols in Section 5. In Section 6, we
discuss observations, mitigations, and areas for future work.

2 BACKGROUND AND RELATEDWORK
2.1 Network Structure and Consensus
P2P Networks. Participants of many permissionless blockchains such
as Ethereum are organized as nodes in a peer-to-peer(P2P) network
structure. Each node in this P2P network is connected to other nodes
(“peers”) for receiving and sending information about pending
transactions and finalized blocks. A new node joining the network
bootstraps itself by connecting to either a hard-coded set of peers
or a known set from a previous session. Once connected, a node can
discover other nodes using Distributed Hash Table protocols such as
Kademlia [15] or Chord [16]. Crucially, every node is free to choose
its own peering strategy and number of peers. The default peering
strategy in most blockchain clients selects for known, stable, and
compatible nodes.

Mempool Transactions. Once a transaction is cryptographically
signed with a user’s public key, it can be broadcast from any source
node to the rest of the P2P network through a gossip protocol.
Note that while the signed transaction cannot be tempered without
detection, most blockchains expose the transaction data (and meta-
data) in clear such that any network participant can learn all the
information about the transaction. Each node maintains a pool of
unconfirmed transactions that pass basic validity checks (e.g. suffi-
cient transaction fees), collectively referred to as the mempool. For
each transaction m in its own pool, a node chooses a small random
subset of peers and sends them the digest H(m); recipients then
request the full transaction if they do not have the data associated
with the digest H(m). Miners (or validators in proof-of-stake net-
works) choose a subset of their own TxPool to form into a proposed
block, or series of transactions. Which block is accepted depends on
the network’s chosen consensus protocol, which enables distributed
participants to agree on a valid block history. The chosen block is
then added to the global ledger, and the process repeats.

2.2 MEV
Defining MEV. Because transaction ordering within a block may
have significant financial repercussions for participants in that
block, there is also value in the miner’s ability to choose the or-
dering and inclusion of transactions. The total profit that a miner
could realise through such operations is referred to as Maximal
Extractable Value, or MEV [4]. While there are many forms of
MEV-linked transactions, two of the most common examples are
sandwiching, adding transactions before and after a user trans-
action to take advantage of price movements, and frontrunning,
where a miner imitates a profitable user transaction that precedes
or replaces the original [1]. Conservatively, the amount of realised
MEV has been estimated at $650 million or more since 2020 [2].

Latency and Consensus. Latency can be introduced either at the
network level during propagation or at the node level due to internal
computation; we focus on the network level. The impact of latency
may vary based on design restrictions around transaction ordering.
In practice, there is typically a transaction fee mechanism [12] such
that all transactions within a block are ranked in decreasing order
of fees paid, unless the miner proposing the block has an incentive
to act otherwise. We refer to this mechanism as a leader-based
protocol. One alternative to the above mechanism is a time-based
ordering protocol, where transactions are processed according to a
first come first serve (FCFS) scheduling rule [9]. It is possible that
the properties of time-based ordering protocols make harvesting
MEV much more difficult.

Private Relays. In the last couple of years, private trusted relay
services and MEV markets such as Flashbots [3] have emerged,
which provide a suite of tools for coordination among users, bots,
and miners/validators. Two tools are of relevance here: firstly, the
service provides an auction mechanism that links miners with
bots to facilitate efficient MEV extraction, essentially frontrunning-
as-a-service (FaaS). The auction provider acts as an intermediary
between bots or searchers, which pick up user transactions from the
public mempool and submit them along with MEV extracting trans-
actions, and miners or validators, which accept these transaction
bundles and include them in blocks. Secondly, the service provides
a tool allowing users to submit transactions directly to miners/val-
idators in frontrunning-protected bundles. Note that in this work,
we are only concerned with transactions that are sent to the public
P2P network, and exclude privately submitted transactions.

2.3 Peri and Perigee
Low-latency mempool data availability can be provided via cen-
tralized services such as bloXroute, which offer private node relays
that can offer meaningful latency advantage to an agent in both
receiving other users’ mempool transactions and propagating own
transactions to the miners/validators. However, it is also possible to
decrease latency without use of such services via strategic peering.
Recent work on this subject aims to minimize triangular latency, by
adding a node a such that all fastest paths between source nodes s
and target nodes t must include a. The strategic peering algorithm
Peri [17] (inspired by Perigee [14]) offers a localized strategy that
improves significantly on naive peering, and can also be used in
concert with private relays such as bloXroute. [17] also shows that
the latency optimization problem, in general, is NP-hard.
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3 MODEL
3.1 Strategic Behaviour
The strategies available to a given agent can be broadly divided
into two categories, (1) those that consider pending transactions
from other users, and (2) those that do not, instead relying only
on the latest state of the blockchain. In the second case, the choice
of peers can only affect latency in observing the updated state,
because all confirmed transactions are ordered (at least partially)
and propagated with priority. Assuming the block time is large
compared to the median latency between nodes, all reasonably
connected nodes in the P2P network will have a complete view of
the full block history regardless of peer selection. Hence, we mainly
focus on strategic behaviour that depends on learning the flow
of pending transactions from other users, with the aim of issuing
frontrunning transactions which reach miners/validators first.

3.2 Objective Formalisation
Wemodel the P2P network as an undirected graph. Let the network
be denoted by N = {V, E} before the addition of the agent node 𝑎.
Agent 𝑎 inserts itself into the P2P network with an initial peer set P,
producing a new network N ′ = {V′, E′} where E′ = E ⋃

𝑝∈P
(𝑎, 𝑝)

and V′ = V ∪ {𝑎}. Let the latency distribution between node 𝑥
and 𝑦 be denoted by LN (𝑥,𝑦).

Let the set of all transactions be denoted by T . We model the
transaction flow from different nodes as a distribution F : V → T
with the utility functionU𝑎 : T → R for the strategic agent 𝑎 such
thatU𝑎 (𝑡𝑥) denotes the utility of transaction 𝑡𝑥 . We estimate the
utility function based on real world data in Section 5.1. The proba-
bility of realising the utility of a transaction 𝑡𝑥 may depend on the
transaction propagation in the P2P network N , the transaction 𝑡𝑥

itself, and the consensus mechanism𝑀 to finalise the transactions.
We represent this probability by P𝑀 (LN , 𝑡𝑥). The agent’s objective
to maximize its expected sum of utility over all transactions can be
formulated as ∑︁

𝑠∈V,𝑡𝑥∼F(𝑠 )
U𝑎 (𝑡𝑥) × P𝑀 (LN , 𝑡𝑥) (1)

We assume that the processing time of agent 𝑎 requires to fire its
own transaction is negligible compared to the network latencies and
block production schedule. We now model this objective concretely
for two broad classes of consensus protocols.

3.3 Time-based ordering protocols
Recent works such as Aequitas [9] and Wendy [11] propose time-
based ordering protocols on a first-come-first-serve (FCFS) sched-
ule. These protocols make use of a committee (with possibly some
byzantine nodes) to decide the final ordering of transactions which
is largely consistent with the order in which each honest committee
node observes the transactions. These protocols guarantee that if
a certain fraction 𝛾 of nodes in the committee 𝐶 ⊂ V observe 𝑡𝑥1
before 𝑡𝑥2, then 𝑡𝑥1 is ordered before 𝑡𝑥2. This ordering mechanism
is typically independent of the transaction content itself. We adapt
the notion of triangular latency advantage [17] to obtain the proba-
bility of realising the utility (opportunity to frontrun) from other

users’ transactions:

P𝐹𝐶𝐹𝑆 (LN , 𝑡𝑥) = ⟦
∑︁
𝑐∈𝐶
⟦(LN (𝑠, 𝑐) > LN′ (𝑠, 𝑐))⟧ ≥ 𝛾 × |𝐶 |⟧ (2)

where,

⟦𝑋⟧ =
{
1, if 𝑋 is true
0, otherwise

and the addition of the agent’s peers P in Network N induces the
Network N ′ as described in Section 3.2

The objective function to choose the optimal peer set can now
be formulated as:

argmax
P

∑︁
𝑠∈V,𝑡𝑥∼F(𝑠 )

U𝑎 (𝑡𝑥) × P𝐹𝐶𝐹𝑆 (LN , 𝑡𝑥) (3)

Intuitively, the objective function tries to find a peer set P that
maximises the weighted utility of transactions for which the latency
between the source node and the committee can be short-circuited
by the agent.

3.4 Leader-Based Protocols
We now model single leader-based protocols where the leader has
the freedom to choose the order of transactions among the pending
transactions available to it. We assume that the agent’s transaction,
if reaches the leader before the next block, is attractive enough to
be included before the victim’s transaction. Otherwise, the agent
does not take any action and its utility for the victim transaction
is 0. Note that this can be achieved by either fee-based ordering
or MEV auctions run by private relayers such as Flashbots. We
model a stochastic block production schedule, since a fixed interval
block production schedule (such as in proof-of-stake blockchains)
is a degenerate case of the same. The block production schedule
follows a Poisson distribution (such as that used in proof-of-work
blockchains) with average rate of block production denoted by 𝜆.
Let the last block produced be at timestamp 𝑡0. The probability of
realising the utility of transaction 𝑡𝑥 issued by source 𝑠 at time
𝑡 (> 𝑡0) is given by the following exponential decay distribution:

P𝑙𝑒𝑎𝑑𝑒𝑟−𝑏𝑎𝑠𝑒𝑑 (LN , 𝑡𝑥) = 𝑒−𝜆∗(Δ𝑡 ) (4)

where Δ𝑡 is given by,

𝑡 − 𝑡0 + LN (𝑠, 𝑎) + LN (𝑎, 𝑙𝑒𝑎𝑑𝑒𝑟 ) (5)

For protocols where the 𝑙𝑒𝑎𝑑𝑒𝑟 is unpredictable (such as PoW
Ethereum), in practice the leader can be reached by making use of
private relay networks such as Flashbots.
Remark. While we model leader-based protocols, we focus our
optimization(Section 4 and evaluation(Section 5) on time-based
protocols since they are more sensitive to latency advantages. The
most popular leader-based protocol, Ethereum, has an average block
interval of approximately 13 seconds, shifting the MEV game away
from latency optimization to execution efficiency. However, peering
algorithms would be more effective in leader-based protocols for
inter-block times approaching 1 second or less, or for transactions
submitted within the last second of a fixed block interval (as with
PoS Ethereum).



DeFi ’22, November 11, 2022, Los Angeles, CA, USA. Kushal Babel and Lucas Baker

4 PEERING ALGORITHM
Optimizing the triangular latency advantage for a set of source
and target nodes is proven to be NP-hard [17]. Thus, our objective
function from equation 3 is likely NP-hard for nontrivial values
of the utility function and 𝛾 . In order to arrive at an approximate
solution, we propose theMEV-Peri Algorithm (Algorithm 1), similar
to Peri [14, 17]. We propose the following score function which can

Algorithm 1: MEV-Peri algorithm, adapted from Peri [17]
and Perigee [14]
Input: Network: N = (V, E), Peer budget: 𝑛, Replacement
Ratio: 𝑟 ;
Output: Optimal Peer Set: P∗;
Requires: 1 ≤ 𝑛 ≤ |V|, 0 < 𝑟 < 1;
P ← random(V, 𝑛);
for epoch = 1,2,... do

Sleep(epoch period);
𝜙 ← Init Score Map;
for 𝑝 ∈ P do

𝜙 (𝑝) ← score(p);
end
P ← P − least(𝜙, 𝑟 );
P ← P ∪ random(V, 𝑟 );

end

be calculated by the agent from its local view of the P2P network
(since no single node has the entire view of the P2P network).

score(𝑝) =
∑︁

observed 𝑡𝑥
[U𝑎 (𝑡𝑥) × (𝑇𝑆 (𝑡𝑥) −𝑇𝑆𝑝 (𝑡𝑥))] (6)

where, 𝑇𝑆𝑝 (𝑡𝑥) is the timestamp at which the agent 𝑎 receives the
transaction 𝑡𝑥 from peer 𝑝 and 𝑇𝑆 (𝑡𝑥) is the earliest timestamp
at which the agent receives the transaction from 𝑎𝑛𝑦 of its peers.
Intuitively, the score function captures the latency penalty for the
peer 𝑝 relative to the fastest peer weighted by the utility of the
transaction it delivers. Note that we assume all peers deliver the
transaction. In practice, if some peer does not deliver a transaction,
its penalty can be replaced by an appropriate timeout value. We
collect the scores of all the peers in each epoch, and then replace
the lowest 𝑟 fraction with random peers. Note also that we do not
ban the evicted peers, so that if their transaction flow changes, they
can be found by the agent in the future epochs.

5 EVALUATION
We conduct our analysis via simulation because direct experimenta-
tion on mainnet is prohibitively expensive (and ethically question-
able). In order to measure the efficacy of our algorithm, we would
have to issue valid transactions from our agent to frontrun other
users’ transactions, then observe their timestamps at the target
nodes or order in the finalised transactions. This is because invalid
transactions are not propagated by any known P2P network. Each
valid DeFi transaction on Ethereum mainnet costs at least $3 at the
time of writing, so evaluation over a meaningful period and sample
size would require tens of thousands of dollars.

Figure 1: Total MEV attributed to geographically distributed
nodes over the period of May 15 - August 14. Nodes in Eu-
rope have the highest share, followed by nodes in the United
States.

We make a simplifying assumption in order to create our sim-
ulation framework: the latency of transaction propagation is in-
dependent of the utility of the transaction. In practice, these two
distributions might not be completely independent. For example,
nodes that host services for many retail users (eg: Infura, Alchemy)
are likely to produce transactions with high utility. Those same
nodes are also likely to be well connected, leading to lower latency
propagation of their issued transactions. We measure the corre-
lation in Section 5.1 to show the strength of our assumption in
practice.

In order to run this simulation we require two components: 1)
a simulation framework to generate P2P network topologies and
inter-node latencies, 2) an estimate for our score function which
itself depends on the transaction flow distribution and utility of
those transactions. For the first element of our simulation, we in-
stantiate P2P network topologies and latencies using the scale-free
graph models [5]. Most organically formed P2P networks, including
blockchains [18], have the characteristics of scale-free graphs. The
scale-free model fits most naturally in environments where new
nodes are likeliest to form edges with higher-degree nodes, creating
a rich-get-richer dynamic. This is the case when, for instance, a
node samples its initial peer set randomly from the peers of existing
nodes.

5.1 Transaction Flow and Utility Estimation
We use the MEV of the transaction as the natural utility function,
since it upper-bounds the value extracted by any agent.1 In order to
calculate the score function, we need a distribution of the total MEV
over the source nodes in the network. Firstly, we must understand
which nodes produce MEV-containing transactions. In typical P2P

1Note that any practical deployment of MEV-Peri should slot in the utility function
specific to the agent.
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networks, it is quite challenging to establish the association be-
tween a transaction and its source node. In fact, such an association
would be an attack on the privacy in the P2P network. Fortunately,
we only need a distribution of MEV over the nodes. To that end,
we instantiate 12 geographically distributed Ethereum nodes and
monitor their mempool (specifically, the timestamps of pending
transactions). As a first approximation, we instead attribute the
MEV of a transaction tx to the node that first observed tx. We
collected the timestamps of 116 million unique transactions from
May 15 to August 14. This gives us an estimate of the transaction
flow across the nodes in a P2P network. We must also estimate
the MEV for each MEV-containing transaction. For this, we use
the public data of miner rewards for bundles of transactions, avail-
able via the Flashbots Blocks API, collecting information about 98k
unique transactions from the above time period. Since miner re-
wards make sense only at a bundle level, we consider the MEV of a
transaction equal to the average miner reward paid per transaction
in the bundle. This is reasonably accurate since the vast majority
of bundles have 2-3 transactions, consisting of victim transactions
and bot transactions. Each transaction in the bundle has utility to a
strategic agent, either for similarly extracting MEV from the victim
transaction or for undermining the competing bot transactions. Fig-
ure 1 shows the distribution of MEV across our 12 geographically
distributed nodes. Like most natural phenomena, this distribution
appears to follow a power law. Hence, we fit a discrete power law
to this observed data, and estimate the power law parameters using
Maximum Likelihood Estimation [7]. The discrete power law is
governed by the following Probability Density Function(PDF):

𝑃𝐷𝐹 (𝑥) = 𝑥−𝛼

𝜁 (𝛼, 𝑥𝑚𝑖𝑛)
(7)

where

𝜁 (𝛼, 𝑥𝑚𝑖𝑛) =
∞∑︁
𝑛=0
(𝑛 + 𝑥𝑚𝑖𝑛)−𝛼 (8)

is the Hurwitz zeta function. We fix 𝑥𝑚𝑖𝑛 to the MEV value of
the aze2a-1 node, i.e. the “poorest” node, and use the following
closed form solution from [7] to find the optimal power law scaling
parameter 𝛼 :

𝛼 = 1 + 𝑛
(
𝑛∑︁
𝑖=1

𝑙𝑛
𝑥𝑖

𝑥𝑚𝑖𝑛 − 1/2

)−1
(9)

We find 𝛼 = 1.72 ± 0.20. We use this estimate of the power law
distribution to assign transaction flow and utility to the nodes in
our simulation. In order to refine our estimate, we could spawn
more Ethereum nodes, or better yet attribute each tx to the peer that
gossiped tx, thus multiplying our sample size by the number of peer
connections for each node. However, we defer these refinements to
future work.
Remark.We study the correlation between the ranking of nodes
based on our MEV estimation and the ranking simply obtained by
their latencies. This correlation for our dataset is 0.65, suggesting
that incorporating transaction flow in our score function can indeed
give us advantage obtainable based on latency optimization alone.

Figure 2: MEV-weighted advantage of different peering algo-
rithms as a function of the peer budget. See Section 5 (specif-
ically, Section 5.2) for more details.

5.2 Simulation
Equipped with the estimate of the transaction flow and utility func-
tions, we augment the open source simulator released by the au-
thors of [17] to add transaction flow and utility function estimates
for the generated P2P graphs. We then implement the MEV-Peri
algorithm (Section 4) to measure MEV-weighted advantage and
benchmark it against a random peering strategy and Peri. We set
the number of epochs to 800, with 1000 nodes in each P2P graph
and replacement ratio of 0.25 for both MEV-Peri and Peri. We set
the size of committee to 100 (10% of the nodes) with 𝛾 = 0.5. We
run the simulation for different peer budgets ranging from 𝑛 = 2
to 𝑛 = 20. We instantiate the MEV distribution in the transactions
according to the distribution (𝛼 = 1.72) obtained in Section 5.1 with
an average MEV per epoch as 1 ETH. Our results are summarised
in Figure 2. We note that MEV-Peri outperforms both a random
peering algorithm and Peri, which does not take transaction data
or metadata into account. Naturally, all algorithms give higher ad-
vantage with more peers, and higher peer budget also increases
MEV-Peri’s relative advantage against Peri.

6 DISCUSSION
We note that peering algorithms can be applied only for public
mempool activity, and do not cover activity happening inside pri-
vate mempools enabled by relayers such as Flashbots. It may appear
that for faster chains, the latency component of a peering algorithm
optimization routine would be more important than the transaction
utility component. However, we observe that nodes of faster chains
are also likely to gossip less, so it may be quite important to choose
the right nodes for transaction flow.

Mitigation. While robust design of network topology and pre-
venting strategic peering is quite challenging, if not impossible, we
note that blinding the transaction data and metadata could mitigate
against strategic behaviour at the network layer.
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Our framework of combining transaction utility with network
latency to optimise peering suggests the following avenues for
future work:
• Multi-agent model: Sophisticated actors are likely to run
multiple agent nodes in order to gain better visibility of the
mempool activity. Hence, a multi-agent peeringmodel would
be of significant practical interest.
• Our work suggests that estimating transaction utility is key
to peering optimization. Hence, more comprehensive and
possibly agent-specific MEV strategy should be slotted in to
estimate transaction utility.
• We do not currently consider the stability and reliability of
peer connections. Depending on network topology, there
may be independent utility from ensuring a quorum of safe
and stable peers.
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