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Abstract
Public blockchains like Ethereum deliver transparency, but
adding anonymity remains a fundamental challenge. Existing
proposals either offer limited anonymity guarantees or rely on
heavy cryptographic machinery, e.g., zero-knowledge proofs.

We introduce Blockchain Anonymous Tokens (BAT), a sys-
tem for efficient sender-anonymous transactions on transpar-
ent blockchains. Building on the observation that one-time-
spendable tokens suffice for many applications, BAT has a
lightweight design using classic anonymous tokens due to
Chaum (1983). Unlike such tokens, though, BAT is designed
to work in a transparent decentralized setting, where issuers
are untrusted (i.e., any single potentially malicious entity can
be the issuer) and spends happen publicly. BAT issuance is
compact: A client can receive ¢ tokens with just O(1) on-
chain communication and computation.

We formalize the notion for BAT, and provide a concretely
efficient construction. Our BAT construction requires no on-
chain verification of expensive zero-knowledge proofs; just a
signature verification during spends and a single exponentia-
tion on-chain during issuance. We present several applications
of BAT in various blockchain contexts.

We prove the security of our BAT scheme assuming hard-
ness of the one-more computational Diffie-Hellman assump-
tion in a bilinear pairing group in the random oracle model
and with any secure digital signature scheme. We implement
and evaluate BAT and show that compared to the closest
baseline, Zcash transactions, BAT tokens are more than 50x
shorter, 9x faster to verify, and 7,000 faster to generate.

1 Introduction

Transparent blockchains such as Ethereum do not provide
anonymity to users, only the weaker privacy afforded by
pseudononymous user addresses [13, 46, 54]. This limita-
tion has motivated the development of smart-contract-based
anonymity tools, such as Tornado Cash [57] and Privacy
Pools [26], that enhance user anonymity. These tools, how-
ever, have seen very limited use. This is due in part to their
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reliance on heavy-weight cryptographic techniques such as
zero-knowledge proofs, which, in the resource-constrained
blockchain environments, do not yet scale to high transaction
throughputs. Consequently, these systems are only suitable
for low-throughput applications, such as one-off private pay-
ments, but not for high-throughput environments or low-value
transactions, such as fee payments. The need for private fee
payment in particular is an acknowledged bottleneck in the
construction of private transaction systems [6, 40].

In this paper, we present Blockchain Anonymous Tokens
(BAT), a lightweight, efficient cryptographic system that pro-
vides anonymity to payers or transaction senders on trans-
parent blockchains. Our key observation is that for many
applications (such as fee payments), users only need one-
time-spendable anonymous currencies, not general-purpose
privacy coins like Zcash that also hide recipients and transac-
tion amounts and enable multiple payment hops. BAT is con-
cerned with providing only transaction sender anonymity; hid-
ing other transaction data, such as recipient address, amount,
or smart contract calldata, is out of scope. BAT’s minimalist
approach leads to a privacy-preserving payment system with
superior performance (in both computation and communica-
tion costs) to general-purpose schemes, yet with a range of
important practical applications.

A prime example of such an application is the pervasive
problem of front-running and Maximal Extractable Value
(MEV) [5, 35, 60, 74], where miners or validators can exploit
knowledge of pending transactions in the mempool to censor,
reorder, or insert their own transactions for profit. While solu-
tions such as encrypted mempools [2, 3, 17, 22,23, 33,34, 70]
aim to hide transaction data to mitigate MEV attacks, they do
not address the problem of sender metadata. Sender metadata
can serve at the time of transaction inclusion to verify pay-
ment ability and thus prevent DoS attacks, but such metadata
can itself facilitate MEV attacks—despite transaction encryp-
tion. BAT is particularly well-suited as a privacy-preserving
alternative, as fee payments must happen with high through-
put, low latency, and small communication overhead. Fee
payments must also (in most cases) be denominated in the un-



derlying currency of the blockchain, a property BAT achieves.
We instantiate BAT as a form of classic e-cash system [30],
but one that is backed by cryptocurrency and operates on
top of a smart-contract enabled blockchain platform. This
allows us to effectively solve a key problem of requiring a
trusted issuer (or “bank’) in the e-cash and related anonymous
tokens literature. Unlike e-cash, BAT tokens can be issued
by any untrusted entity with sufficient cryptocurrency stake
in the blockchain. Stated differently, BAT effectively allows
anyone to start up their own “bank”. While e-cash like systems
have been used previously for blockchain privacy, e.g., in
Chaumian Coinjoin and other mixers, those systems are often
tied to the mechanics of Bitcoin and designed for synchronous
privacy operations over participating users. BAT can operate
asynchronously in any smart-contract enabled setting.
Finally, BAT offers flexible deployment across blockchain
layers. It can operate natively in a blockchain—scaling to the
blockchain’s full transaction load—or can be deployed as a
smart contract to provide anonymity at the application layer.

Challenges. Blockchains present unique challenges for de-
signing anonymous token schemes such as BAT:

* On-chain efficiency. Blockchains are a highly resource-
constrained environment. Therefore, the on-chain opera-
tions for issuance of BAT tokens and spend must be highly
efficient in both communication and computation.

* Permissionless issuance. BAT is meant to work with un-
trusted issuers without involving trusted committees run-
ning expensive threshold cryptography. To achieve this, we
need to overcome two challenges: (i) a malicious issuer
should not be able to cause clients to pay but refuse to issue
tokens, or issue unspendable tokens and (ii) a malicious
issuer should not be able to issue more tokens (e.g., off-
chain in a black market) than the payments made by clients
on-chain for issuance; this would lead to insolvency, i.e.,
more tokens available for redemption than paid for.

* Public spends. Due to the public nature of pending
blockchain transactions and the anonymous nature of the
tokens, BAT must ensure that one client cannot steal to-
kens from another client despite the tokens being broadcast
publicly to the blockchain. Furthermore, for various appli-
cations such as paying fees anonymously for blockchain
transactions, the tokens should enable binding to the client’s
chosen associated data after issuance.

Contributions. We make the following contributions:

* We formalize correctness and security definitions for
cryptocurrency-backed anonymous token schemes, includ-
ing unlinkability (sender anonymity), unforgeability, issuer
fairness (honest issuer against malicious clients), client fair-
ness (honest clients against malicious issuers), and a novel
solvency condition that captures the 1:1 backing of tokens
by the underlying cryptocurrency.

* We design a BAT scheme with constant on-chain overhead
(only one group exponentiation) for issuing tokens in arbi-
trary batches and an efficient spend procedure that involves
only two signature verifications.

* We prove selective security of our BAT scheme, assuming
the hardness of the one-more computational Diffie-Hellman
assumption in bilinear pairing groups in the random oracle
model and any secure digital signature scheme.

* We implement and benchmark the performance of all com-
ponents, including client-side, issuer-side, and on-chain
costs. Using published benchmarks for Zcash Orchard as a
baseline [11], we show that BAT tokens are more than 50 x
smaller in size, approximately 9x faster to verify, and over
7,000 x faster to generate than Zcash proofs.

Limitations. One limitation of our BAT scheme, compared
to systems such as Zcash, is that it provides issuer-specific
anonymity rather than global anonymity. In particular, for any
given issuer, the anonymity set of a token is limited to the set
of clients that obtained tokens from that issuer. Moreover, as in
Zcash, we also need to maintain an ever-growing set of spent
tokens (“the nullifier set”) for each issuer. However, in BAT,
we can manage this set by periodically retiring issuers; once
we retire an issuer, we can safely forget the state associated
with that issuer.

Paper organization. We present a technical overview of our
construction in Section 2. In Section 3, we discuss some
applications of BAT and related work, and present formal
definitions and security notions for BAT in Section 4. We
describe our construction in Section 5, analyze it in Section 6,
and provide an evaluation of our implementation in Section 7.
Finally, we discuss various deployment considerations for
BAT in Section 8.

2 Technical Overview

Notation. We use A to denote a computational security pa-
rameter, [a, b] to represent the set of integers {a,a+1,...,b}
and [n] := [1,n], x <= S to denote that x is an element sampled
uniformly at random from set S. For a vector v of length n, we
use the notation v; to indicate the i™ element of v where i € [].
By poly(A) and negl()), we mean the class A°(!) and koj(l)'
For security parameter A, we use PPT to denote probabilistic
poly(A)-time Turing Machines with poly(A)-sized advice.

Bilinear groups. A bilinear group is a set of three groups
(G1,Gy,GT) of prime order p, with a (non-degenerate)
bilinear map or pairing o : G; x G, — Gy. The groups
(G1,Gy,) are referred to as the source groups, while Gt
is the target group. The groups G;,G, have generators
[1]1,[1]2- Let GGen be the group generation algorithm, i.e.,
(G1,Gy,Gr, p,[1]1,[1]2,0) < GGen(1%).

Figure 1 shows an overview of our protocol.
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Figure 1: Overview of our blockchain anonymous token (BAT) architecture involving three entities - client, issuer, blockchain
environment - and four main phases including registration, issuance, spend and refund. The circled numbers denote the sequence
in which various steps are executed. The grey box depicting the issuance phase indicates that the phase is an interactive protocol.
Here we abstract away the details of various checks that are performed by different entities for the ease of illustration.

A BAT protocol involves three parties: clients who pur-
chase anonymous tokens, issuers who issue these tokens, and
a blockchain environment ‘£ that enforces the atomicity of
issuance, and validates anonymous token spends and refunds
for unspent tokens. Each token represents a fixed denomina-
tion of one unit of cryptocurrency.

Desired properties. As we discuss in Section 1, informally,
a BAT protocol must satisfy the following security properties.
(i) Client anonymity: Spent tokens can not be linked to its
issuance. (ii) Issuer-fairness: Malicious clients cannot spend
or refund tokens they did not legitimately obtain. (iii) Client-
fairness A client who pays for a token can either publicly
spend the token successfully or get a refund for it. (iv) Sol-
vency: A malicious issuer can not mint anonymous tokens
without paying in the corresponding amount of cryptocur-
rency on-chain.

In addition to security, the protocol must achieve practi-
cal efficiency, particularly in on-chain costs and the issuer’s
computational and communication overhead.

We first describe two baseline protocols, and their limita-
tions to build intuition for our protocol.

Baseline 1: Protocol without compact issuance. Consider a
protocol in which, for each anonymous token, the client inter-
acts with the issuer to obtain a blind signature. The client then
converts the blind signature into an unlinkable anonymous to-
ken using standard techniques and spends the token on-chain.
To enforce fairness, the client and the issuer route all interac-
tions of the blind signature protocol through the blockchain
environment E. Concretely, the client first escrows the pay-
ment for the token on-chain. The blockchain releases this
payment to the issuer only if the on-chain transcript of the
blind signature protocol satisfies a pre-specified predicate.
This predicate ensures that, given a valid transcript, the client

can derive a valid anonymous token.

As described, this protocol does not provide solvency: a ma-
licious issuer can locally mint unbounded number of tokens
and spend them on-chain without paying for them. Moreover,
the protocol incurs prohibitively high on-chain costs. To issue
£ tokens, the client and the issuer must post O(¢) communica-
tion on-chain, and £ must validate all posted messages.

Baseline 2: BAT using fair-data exchange. One approach
for lowering the on-chain communication and computation
cost is to use the fair-data exchange protocol from [71].
Briefly, using a fair-data exchange protocol, the issuer en-
crypts its blind signature messages and sends the ciphertexts
to the client off-chain, together with a zero-knowledge proof
that the ciphertexts encrypt valid blind signature messages.
The client and issuer then execute a fair-exchange protocol
on-chain to exchange payment for the decryption key. Al-
though this approach reduces on-chain communication and
computation, it significantly increases the issuer’s workload.
The issuer must generate expensive zero-knowledge proofs,
and it must do so for many clients concurrently. This require-
ment creates a substantial computational bottleneck and limits
the practicality of the approach. We note that as in the first
baseline, this protocol also does not guarantee solvency.

Overview of our protocol. Unlike the baselines, our pro-
tocol achieves both on-chain and off-chain efficiency: our
on-chain overhead is constant and independent of the num-
ber of tokens issued in a batch, and our protocol only adds
a marginal overhead at the issuer compared to the standard
signature generation. Similarly, the additional off-chain cost
at the client involves one group exponentiation per token.
Looking ahead, we adopt the ideas in the second baseline
protocol, which achieves constant on-chain overhead using the
fact that the blockchain does not need to verify each individual



blind signature during issuance. Instead, the blockchain only
needs to ensure that the issuer has provided a valid decryp-
tion key. To lower the issuer’s overhead in this baseline, we
instantiate both the blind signature scheme and the fair-data
exchange protocol in a non-black box manner. In particular,
in our scheme, we use the classic BLS blind signature scheme
and rely on the underlying algebraic structure to efficiently
mask ¢ blind signatures. Next, we provide more details of our
protocol and discuss how it ensures solvancy in presence of a
malicious issuer.

Our protocol has five logical phases: registration, issuance,
spend, refund, and retirement. We describe each phase below
assuming ETH as the underlying cryptocurrency.

Registration phase. In this phase, any party that holds a
private-public key pair (skig, pkiss) € Zp, X G registers as an
issuer by escrowing ¢iss units of ETH on the blockchain.

Issuance phase. In this phase, a client requests ¢ tokens
from an issuer off-chain. Each token is a blind signature
on an ephemeral public key of a digital signature scheme.
Concretely, we use the BLS blind signature [15] where for
each i € [£], the i-th blind signatures is defined as &; := sk -
M; € G, for some client chosen input M; € G,.

To ensure that the client pays for the requested tokens,
the issuer does not send the blind signatures {6; };c [y directly.
Instead, the issuer sends masked blind signatures. Specifically,
the issuer samples a session key k € Z,, and sends the masked
signatures {k-&;}c[q to the client. Here, using the same
session key k for all £ tokens is critical for on-chain efficiency.
Additionally, as a proof, the issuer sends a commitment of k
which we define as comy := k- pk;. As we show in Section 5,
the client can use comy to verify the correctness of the masked
signatures with no additional overhead beyond standard BLS
blind-signature verification. It is easy to see that our protocol
adds marginal overhead at the issuer.

Finally, to close the issuance session, the client and the
issuer atomically exchange the session key k and the cor-
responding payment on-chain. During this exchange, the
blockchain performs the following checks: (i) the number
of tokens issued by pk; so far is less than {5 /2, i.e., half of
pki s escrowed collateral; and (ii) k - pk; = comy. The first
check enforces solvency, while the second ensures that the
client can recover k and thus obtain the blind signatures. Both
checks incur minimal on-chain cost.

Spend phase. Let (skepn,pkepn) be an ephemeral secret-
public key pair such that: (i) the client knows sk, and (ii)
the client obtained a (blind) signature G on pke, during the is-
suance phase. Given the tuple (G, SKeph: pkeph) and associated
data ad € {0, 1}* (e.g., a transaction), the client generates an
ephemeral signature y on ad using the sk,;,. The client then
posts the tuple p := (6, pkepp,¥,ad) as an anonymous token.

Upon receiving p, the blockchain performs the following
checks: (i) ¢ is a valid BLS signature on pkeph, confirming that
the claimed issuer issued the token; (ii) yis a valid signature

on ad under pk,, ensuring the owner of the token authorizes
this specific spend bound to ad; (iii) pk, does not appear in
the set of previously spent tokens, preventing double-spends;
and (iv) the total number of token spends for pk;,, does not
exceed the number of tokens issued by pk;., which as we
discuss in Section 6 is critical to ensure solvency.

If all checks succeed, the blockchain accepts the token, and
marks pkep, as spent. Additionally, it increments the spend
counter associated with pk;g, and mints one token-equivalent
worth of cryptocurrency for use with the associated data.

Refund phase. In our protocol, a client can obtain refunds
for £, unspent tokens by submitting them to the blockchain.
Upon receiving a refund request, the blockchain verifies that
(1) the tokens correspond to a valid on-chain issuance, (ii) the
tokens are valid, and (iii) the tokens are unspent. If all checks
pass, the blockchain marks these tokens as spent, mints ¢,
units of cryptocurrency, and credits them to the public key
specified by the client during issuance. We note that the refund
protocol must ensure that an adversary cannot use a refund
request to frontrun the client and spend the tokens before the
client can claim the refund.

Our basic refund protocol requires the client to submit a
refund request and incurs O(¢,) on-chain communication and
computation. In Section 5, we present an optimized protocol
that reduces on-chain communication to O(1) and enables
automated refunds without requiring an explicit client request.

Retirement phase. In this phase, a registered issuer submits
an on-chain transaction declaring its intent to retire. Upon
receiving this request, the blockchain checks whether the
total number of spends and refunds associated with the issuer
exceeds the number of tokens the issuer issued. If it does,
the blockchain recovers the excess amount from the issuer’s
collateral, possibly applying penalty. As we argue in Section 6,
this mechanism suffices to ensure protocol solvency.

3 Applications and Related Work

3.1 Applications

To motivate BAT, with its lightweight design choices—
specifically, one-time-spendable tokens and sender-only
anonymity—we briefly describe three example applications.

MEY mitigation. As touched on in Section 1, Maximal Ex-
tractable Value (MEV) [5, 35, 60, 74] remains a pervasive
challenge in blockchains. MEV refers to the practice of strate-
gically manipulating transaction ordering and transaction in-
clusion for profit.

MEYV exploitation depends upon adversarial knowledge of
transaction information prior to block finalization. A widely
considered countermeasure against harmful forms of MEV is
encrypted mempools [18, 27, 61, 68]. Encrypted mempools,
though, require that metadata—specifically sender payment
data—be revealed, so as to ensure fee payment. Otherwise,



an adversary can mount costless denial-of-service attacks.
Sender metadata, however, opens up an encrypted mempool
to MEV, i.e., sandwiching of target senders’ transactions.

BAT can address this problem by removing the need for
transactions to include sender payment data. Instead, senders
can pay fees with BAT tokens. One-time token use suffices,
and as the receiver is a blockchain’s transaction-ordering sys-
tem, receiver anonymity isn’t needed.

Coercion-resistant on-chain voting. On-chain voting con-
ducted by governance systems such as DAOs are susceptible
to bribery and other forms of coercion if voter identities are
known [45]. In fact, bribery is already a practical issue for
DAOs [49].

Coercion-resistant voting systems, e.g., [50, 58], require
use of encrypted ballots. As in the case of MEV, however,
preventing DoS attacks requires voters to pay transaction
fees. BAT enables voters to pay fees anonymously, thereby
addressing DoS attacks in these systems. The voting system
of course need not receive payments anonymously.

Private-payment on-ramps. Smart-contract systems such
as Zether [25] enable private payments on transparent
blockchains. However, they require users to fund private ac-
counts with public accounts, thereby revealing the identity of
the funding account. BAT can remove this linkage: a user first
exchanges cryptocurrency for BAT tokens and then uses these
tokens to fund private accounts anonymously. Token transfer-
ability isn’t required for the on-ramp in these systems, as the
private-payment system itself enables subsequent payments.

3.2 Related Work

Anonymous tokens and blockchain applications. Anony-
mous tokens allow a user to obtain and later redeem a token
while preserving privacy which ensures that the issuer can-
not link redemption to issuance. These tokens enable users
to prove possession of some form of authorization without
revealing their identity or allowing linkability. This unlinka-
bility is an essential in applications such as private web brows-
ing [4, 36], private contact tracing [69], fraud detection [69],
and private click measurement [75]. These applications have
inspired a rich body of research on anonymous tokens and
blind signatures, with different trust, efficiency, and security
tradeoffs [8, 12, 29, 36, 48, 56, 69].

Anonymous tokens were originally devised as the basis for
anonymous electronic cash (e-cash) systems [7, 32]. In this
setting, a user deposits funds with a trusted bank and receives
an anonymous token that the user can later transfer or redeem
without revealing their identity, even to the bank itself.

Coin mixing and tumbling services. Cryptocurrency mix-
ers for Bitcoin, such as CoinJoin [51], CoinShuffle [53, 63]
and TumbleBit [43, 44] aim to provide transaction unlink-
ability by shuffling funds among multiple participants. Tor-
nado Cash [57] and Mobius [52] provide a similar service on

Ethereum. In these systems, the users deposit assets into a
smart contract and later withdraw them using a cryptographic
proof of deposit, thereby severing the on-chain link between
source and destination addresses. However, these services
either rely on costly multi-party coordination [63], expen-
sive cryptographic primitives such as zk-SNARKSs in Tornado
Cash [57] or ring signatures in Mobius [52], which often
limits anonymity sets; or incur high latency due to epoch-
based designs [43, 44]. By contrast, BAT allows users to act
independently and achieves anonymity via blind signatures,
with on-chain costs limited to efficient signature verification,
resulting in substantially lower overhead.

The use of e-cash-inspired anonymous tokens for mixing
has been explored in CoinJoin [51] and in the ‘blindly signed
contracts’ of Heilman, et al. [44]. The overall idea is famil-
iar: a user escrows funds with an untrusted intermediary and
engages in a fair-exchange protocol to obtain an anonymous
token. The token can then be transferred to a recipient, who
redeems it to claim escrowed funds, thereby breaking the link
between sender and receiver on the blockchain.

These protocols have several limitations. Most notably,
they are tailored to pairwise payments in UTXO-based sys-
tems and do not generalize to broader blockchain applications.
Further, while the CoinJoin protocol is vulnerable to DoS at-
tacks due to unmitigated aborts by mix participants [21], later
improvements have had to rely on complex multi-party sys-
tems [38, 63]. In comparison, [44] avoids such coordination
but instead requires participants to synchronize across epochs
(due to timing attacks), which introduces latency and limits
flexibility. Beyond these liveness and coordination issues, the
lack of a refund mechanism enables ‘griefing’ attacks. For
example, if Bob colludes with the intermediary and refuses to
post the anonymous token, Alice has no internal mechanism
to recover her escrowed funds.

BAT generalizes this paradigm, where tokens can be used
across a wide range of applications beyond pairwise payments.
Our design is epochless and avoids the timing attacks that
motivated epoch-based constructions in prior work. We also
provide the first formal treatment of this notion, including pre-
cise game-based security definitions and full security proofs.
Moreover, BAT introduces an explicit refund mechanism that
allows clients to recover funds associated with unspent tokens,
a feature not addressed by existing approaches.

Blockchain-based confidential payment systems. Confiden-
tial payment systems aim to hide transaction flows and asso-
ciated metadata, such as account balances, on the blockchain.
Early UTXO-based systems such as Zerocoin [55] and Ze-
rocash (Zcash) [11] rely on zk-SNARKSs to provide strong
anonymity, but incur high computational costs or require a
trusted setup. Monero [73] avoids trusted setup by using ring
signatures [62], at the cost of achieving only k-anonymity and
linear verification overhead in k.

These systems typically operate as separate ledgers and
offer limited interoperability with existing smart-contract plat-



forms. In the account-based model, Zether [25] provides a
confidentiality layer for anonymous payments that can be im-
plemented as a smart contract. However, their anonymity guar-
antee introduces significant overhead that scales linearly with
the size of the anonymity set, and while followup works [37]
have reduced this growth to logarithmic, our BAT achieves
constant on-chain overhead for both issuance and spending,
independent of the anonymity set size.

The UTT system of Tomescu et al. [72] provides more effi-
cient confidential payments than Zcash. In principle, UTT can
be used to implement a BAT protocol by removing support
for multiple denominations, recipient hiding, and multi-hop
payments. However, even with these simplifications, UTT has
two critical limitations. First, it relies on threshold issuance,
and, second, spending UTT tokens requires an expensive zero-
knowledge proof, in addition to signature verification.

4 Definition of Blockchain Anonymous Token

A blockchain anonymous token (BAT) protocol is a proto-
col between a client and an issuer involving a transparent
payment environment ‘E as a trusted third party (TTP) (or a
blockchain). The TTP E manages accounts where each ac-
count is identified by a public key and has some non-negative
money mapped to it. Throughout the paper, we use ETH to
denote the denominations of the money. The TTP ‘£ can mint
and burn ETH, or transfer ETH from one participant’s account
to another upon receiving an authorization from the sender
in the form of a digital signature. Moreover, we assume that
any messages sent to £ are authorized and are received by E
(i.e., included in the blockchain when we implement E using
a blockchain) within a known bounded delay.

4.1 Interfaces

A blockchain anonymous token protocol BAT consists of the
following algorithms (or protocols), where for any algorithm
(or protocol) A, we use AZ to indicate that the execution of A
involves the TTP ‘£ and potentially triggers state changes in
E. We use the prefix IT in interfaces to indicate that it is an
interactive protocol between the client and the issuer.

. Setup(lx) — pp. The setup is a randomized algorithm that
outputs the public parameters for the system (e.g., the de-
scription of appropriate spaces). All algorithms and proto-
cols below implicitly take the pp as input.

¢ IssKGen(pp) — (skigs, PKiss)- An issuer uses the IssKGen
algorithm to sample a secret issuing key sk;,, and the corre-
sponding public verification key pki.

* Register” (pkig, liss) — 0/1. Any party uses the registra-
tion interface Register with its public key pk;, and deposit
amount fjss to register itself as an issuer to £. Upon suc-

cessful registration, ‘E transfers {isc ETH from the issuer to

a freshly generated issuer specific escrow, and outputs 1. It
outputs O otherwise.

Retire” (pk;s;) — 0/1. Any existing issuer uses the retire in-
terface with its public key pk;.. Upon successful execution,
‘E returns E{SS € N ETH from the issuer’s escrow account to

the issuer and outputs 1. Otherwise, it outputs O.

IT-Milssue(pkig, £, Skigs, st7) — (sid,sty,st¢). The masked
issuance protocol is a two-party protocol between a client
and an issuer with public inputs being the issuer’s public
key pk;g,, the number of requested tokens £, and the issuer’s
private input being its secret issuance key sk;, and its inter-
nal state st;. The protocol outputs a public session identifier
sid. Additionally, it outputs the modified issuer’s internal
state and privately outputs its internal state st to the client.

o TI-Execute” (sid, ?,st;,ste) — (stg, {6} jejn)- TI-Execute
is a protocol between the client and the issuer (which also
involves ‘£) with public inputs: a session identifier sid and
the number of requested tokens ¢, the client’s private in-
ternal state st., and the issuer’s private internal state st;.
Upon successful execution, the protocol privately outputs ¢
pre-tokens {G,} je( to the client, and burns ¢ ETH from its
account, and outputs the issuer’s modified internal state st;.
Otherwise, it outputs L.

» TokGen(c,ad) — p. A client uses the randomized token
generation algorithm on input a pre-token ¢ and associ-
ated data ad € {0, 1}* it wants to associate the token G to
generate an anonymous token p.

+ Spend” (pkis,ad,p) — 0/1. Any client uses the spend in-
terface to consume an anonymous token. The interface takes
as input an issuer’s public key pk;, some associated data
ad € {0,1}*, and a token p. Upon successful execution, E
mints 1 unit of ETH to be used by the associated data ad
and outputs 1. Otherwise, it outputs 0.

E /- . . .

. Refund (sid, {6} jejgo]>Ste) — O/1. Any client with its
internal state st., uses the refund protocol to get a refund
for a set of Er?f pre.-tokens {6} jeltr] associat.ed with an
issuance session sid. Upon successful execution of this
protocol, £ mints /¢ ETH for the client and outputs 1. It
outputs O otherwise.

4.2 Required Properties

We now describe the properties a BAT protocol must satisfy.

We begin with the standard notion of correctness that for-
malizes the behavior of the protocol when all parties act hon-
estly. We capture correctness using the game gE,f\T"Ein Fig. 2.
In all our figures, we use the notation “require (condition)”
as a shorthand for “if condition is false, then return L, other-
wise continue”.



Game ggﬁT’f(l)‘,ZM& {ad;} jepey):

1: pp+ Setup(l)‘)

21 (skig Pkigs) < IssKGen(pp)

3: require Register'E(pkiss,Eiss) =1

4: (sid,stp,st;) < IT-Mlssue(pkigs, £, Skiss)
5t {0j}je ¢ I1-Execute® (sid, ¢, st -, st;)
6: forje[l]:

7: p; « TokGen(c;,ad;)

8: require Spend” (pkis,ad;,p;) = 1

9: require Refundrg(sid,{Gj}je(&j],stc) #0

10: return 1

Figure 2: Correctness game chof‘T’Z for a blockchain anony-
mous token protocol BAT.

Definition 4.1 (Correctness). A blockchain anonymous token
protocol BAT is correct if for all 4,/ € N with {5 < /¢, all
associated data {ad;} jeq € {0, 1},

PI‘[ 5¢T"E(17‘,£s,€,{adj}je[gs]) = 1] =1

Next, we define issuer fairness which ensures that an hon-
est issuer’s balance remains non-negative despite adversarial
behavior by clients. In other words, we require that total num-
ber of tokens Ney issued by the issuer is always greater than or
equal to the sum Ngpq + Nrer, Where Ngpgq is the total number
of spent tokens issued under the issuer’s key and N,f is the
total amount refunded by the issuer.

Definition 4.2 (Issuer Fairness). A blockchain anonymous
token protocol BAT ensures issuer fairness if for all PPT
adversaries 4,
BAT.E,4 (1
Pr [Gissuer—fair (1 ) = 1] = negl(k)

We also define the complementary notion of client fairness
which ensures that an honest client who pays for ¢ tokens can
either spend up to ¢ tokens (with respect to any associated
data ad; € {0,1}* of its choice) or receive a full refund for
the remaining unspent tokens. More formally:

Definition 4.3 (Client Fairness). A blockchain anonymous
token protocol BAT ensures client fairness if for all PPT ad-
versary 4, for all £ € N and all {ad;} ¢ € {0,1}",

BAT,E,4 ()
Pr [gclient—fair (1 ’g’{adj}je[f]) = 1} = negIO\‘)

The unlinkability property captures the core notion of
anonymity in our protocol. At a high level, unlinkability guar-
antees that an adversary, controlling the issuer, cannot link
the final token to its corresponding issuance. The formal

BAT,E,4 /().
Game gissuer—fair(1 )

1: pp<—5etup(17‘)
20 (skig, Pkigs) < IssKGen(pp)
3:  Register” (pkig, fiss)
4: sty=9
51 Nex = 0; Nepg = 0; Nyer :=0
6: done + /qf,O—MIssue,O—Execute,O—RefundAO—Spend(.)
71 return Nex < Ngpd + Nyef
Oracle O-Mlssue(?):

1: (sid,sty,*) < I[I-Mlssue(pkiq, £, SKigs )
Oracle O-Execute (sid,ﬁ):

1: if H—Executerg(sid,ﬂ7 str,x)# L:
2: Nex = Nex +/
Oracle O-Spend(ad,p):

1: if Spend® (pki,p,ad) =1
2 Nspd = Nspd +1
Oracle O-Refund (sid, {6} je[r.,]st.):

1 if Refund®(sid, {0} s Stc) = 1
2: Nref = Nref + Lref

Figure 3: Issuer fairness game gBAT‘E”q for a blockchain

issuer-fair
anonymous token protocol BAT.

BAT.Z.4
Game Gjient_fair (I}L7 2 {adj}je[[])

1: pp+ Setup(l}‘)

21 (pkiss: fiss) < A(pp)

3: require Registerf(pkiwéiss) =1

4: (sid, *, sto) < II-Mlssue(pk;gs, £, %)

st (%{0)}tjeig) < -Execute® (sid, £, %, st )

6: forje[l:

7: p; + TokGen(c;,ad;)

8:  if Spend” (pkis,ad;j,p;) =0:

9: require Refund” (sid, {Ok}refjg:ste) =0
10 return 1

11: returnO

. . . BAT,Z,4
Figure 4: The client fairness game G joni-fair

anonymous token protocol BAT.

for a blockchain

definition is intuitively similar to the corresponding notion
of blindness in two-move blind signatures, extended to the
batched setting. In particular, the adversary engages in two



Game gBAT’Z”q(lk,foll):

unlink

1: b<+s{0,1}

2: pp<¢ Setup(lk)

31 (Pkiss, fiss) < A(pp)

4: require Register” (pkig, fiss) = 1

51 (sido,*,str ) < IT-Missue(pkig, £o, %, %)

6: (x, {607_]-}}-6[[0]) — H-Executef(sido,Eo,*,stao)
70 (sidy,%,ste ;) < IT-Missue(pkig, £1,%,%)

8: (% {01 }jep) < I1-Execute® (sidy, ¢, yx,Ste )
9: fy:=0, ;=0

10: b ¢ g0-Token,O0-Chal )

11: returnb=15

Oracle O-Token(b,ad):

1: require (7 < (;)

2: fl; = ZB +1

3: return TokGen (G/'a,i,;vad)
Oracle O-Chal(adg,ad;):

1: require (l70 <Aly) A < 4)

2 ly=lo+1; 0 =10 +1

31 Po = TokGen(c,;, ,ado)

4: py:=TokGen(c,_,; ,.ad))
5: ifpp=_Lorp;=_L:return (L, L)
6: return (Pg,P1)

Figure 5: Unlinkability game G2

unlink for a blockchain
anonymous token protocol BAT.

sessions of issuance protocols and is later shown finalized
tokens in a random order. It must then guess which issuance
session produced which token. Crucially, this guarantee holds
for any two tokens or pairs of tokens, regardless of whether
they were issued within the same batch (identified by a com-
mon sid) or across different batches. From the adversary’s
perspective, tokens issued in the same batch and tokens issued
in different batches should be indistinguishable.

Definition 4.4 (Unlinkability). A blockchain anonymous to-
ken protocol BAT is unlinkable if for all PPT adversaries A4,
and all {p,¢; € N,

BAT,E.4 /1% 1
‘Pr [gun“nk (1%, 4o, 01) = 1] — 2‘ = negl(A)

Finally, solvency prevents malicious issuers from minting
and redeeming anonymous tokens without paying for them.
Recall that we consider a single untrusted issuer who issues
tokens to clients. This is unlike threshold issuance of anony-

Game gi’ﬁT'f (1%):

1: pp<—Setup(1}‘)

20 (pkigs, liss) < A(pP)

3: require Register” (pk;g, fiss) = 1

41 1=l

5. done ﬂZ,O—Execute,O—RefundA,O—Spend(_)
6: returnt <0

Oracle O-Execute(sid, ():

1: if TI-Execute® (sid, ¢, ,+) # L :
2: ti=t+¢
Oracle O-Spend(aux,p):

1:if Spendf(pkiss,p,aux) =1:
2: t=t—1

Oracle O-Refund(sid, ¢,, {0} jc(s.1):

1: if Refund® (sid, {0} jep %) = 1:

2: ti=1t— Lt

Figure 6: Solvency game G, BAT.Z

<ol for a blockchain anonymous
token protocol BAT.

mous tokens where a committee of n issuers with up to ¢
corrupt issuers collective issue anonymous tokens. In a thresh-
old issuance protocol, we can assume that all token issuances
are recorded with the E. Contrary to threshold issuance, in
a single issuer system like ours, a malicious issuer can issue
unbounded number of anonymous tokens without ever report-
ing them to ‘E. The solvency property we define next prevents
such attacks. More formally,

Definition 4.5 (Solvency). A blockchain anonymous token
protocol BAT is solvent if for all PPT adversaries A4,
Pr[GE " (14 = 1] = negl(L)

Efficiency requirements. In addition to the above properties,
a BAT scheme must satisfy the following practical efficiency
requirements: (i) For an issuance session involving ¢ tokens,
the on-chain computation and communication must be sub-
linear in ¢ (ideally O(1)). (ii) The issuer’s off-chain issuance
cost should be comparable to digitally signing ¢ short mes-
sages. (iii) The on-chain cost of verifying an anonymous token
should be comparable to verifying standard digital signatures.

S Design

We summarize our protocol in Fig. 7 and describe it next.

Setup and key generation. The public parameters con-
sists of description of a bilinear pairing group G =



Requirements: Digital signature DS, pairing groups G := (G, Ga,Gr, p, [1]1,]1]2,0) < GGen(1%) and a hash function H : {0,1}* — G;.

Setup(lk) II-Execute® (sid, £, st,st )

11 ppps < DS.Setup(1?) C:  // Represented by pk,

2: return pp := (G,ppps) 1: parse st as (x,%, pKyer, cOMy)
IssKGen(pp) 2: send (sid, pk.¢,comy, ¢) to E

I:  // Represented by pki

11 skiss €8 Zp3 kiss = [skiss]2 3: require E.bal[pk.] > ¢ and

2: return (skig;, Pkiss) st;.sessions]sid] = (comy, £, %)

Register (pkig, iss) 4: require 2(st;.Niss+ £) < lig

I: I:send pky,toE 5: st;.Niss :=st;.Niss+ /¢ //st;.Niss initialized to 0

2: E :require E.bal[pk;s] >= fiss and pk;s, ¢ E.esc 0 parse s.tl.sessions[sid] as (k. k)
3. Eballpky] = E.bal[pkiy] — fise 7o send(sid ko
4: E.esc[pkiss] = liss 5 E.Nspent[pks] :=0 80 L requ1.re Piss ¢ %-retired
5: E.Niss[pkis] :=0;  E.Nref[pkis] =0 i require k- pkis, = comy el
Retire” (pk. ) 10 : require £.Niss[pk;g] +¢ < %
11: E.Niss[pk;s] := E.Niss[pkis] + £
12 A:=max(0, E.Nspent[pkis| + E.Nref[pks,] — E.Niss[pkiss]) 15 : .bal[pk,| := E.bal[pk.] — ¢ // Burn { ETH
2: E.bal[pkis] := E.bal[pkiss| + E.esclpkiss] —=A //burn AETH 3., E.sessions[sid] := (pkcf, comy, £)
3: E.retired := E.retired U {pkis } C:  // Use k to unmask pre-tokens
IT-Mlssue(pkiq, £, Skigs, St 1) 14 parse stc as ({r;, &;, Skeph,h pkeph7i}i€[é]7*7*7*)
C: // Generating blinded message 15 return {o; := ((ri 'k)71 0i; Skeph‘i’ Pkeph‘i)}ie[l]
1: sid < {0, 1}* // session id Spend” (pkiss, ad, p)
2: {(Skeph,is Pkeph,i) = DS.KGen(ppps) ticjg

1: C:send (pky,ad,p) to E

3: X = {ri-H(pkepn i) }ic[) where ri <5 Z, 2: ‘E:require pk; ¢ E.retired
. . iss .

4: send (sid, X, () to 3: require E.Nspent[pk;s] < E.Niss[pkig]

I:  //Issuing masked blind signatures 4 parse p as (Pkeph:a:Y)
5: require sid ¢ st;.sessions 5 require oo 1], = H(pkeph) opkiss // Issuer’s signature
6: k <=$ Zp; comy = k- pkig 6: require pkepp, ¢ E.Nullifiers
7: st;.sessions]sid] := (comy, £, k) 7 require DS.Verify(pkepmad,'y) =1
8: {6i = (k-skiss) - Xitie|y g: £ Nullifiers := Z.Nullifiers U { pkep;, }
9: send ({G;} e[|, comy) to C 9: E.Nspent|[pk;s] := E.Nspent[pki] +1 # Mint I ETH

C:  // Verifying masked blind signatures o
Refund™ (sid, {6i }ie (s, - Stc)

10': require Vi € [(] : ;0 [1], = X; o comy,
1: (Skyefs Pkrer) < DS.KGen(ppps) 1: C:parse G; as (0, x, pkepp ;) for i € [Cref]
. sty < {ri 61, Skephi» PKeph. Yic[(]» ) 20 Yeef ¢ F)S~Sign(5krefv (sid, {0, Pkeph,i tie[r])
Skrefy PKref, COMg 3: send (sid, {0, Pkeph ; }ic[ ] Vref) t0 E
13 return (sid,st) 4: ‘E:require DS.Verify(pkiy, (sid, {0, Pkeph ;i Fic[te) ) Yrer)
TokGen(o,ad) 5: require sid € E.sessions and sid ¢ E.refundset
6: parse E.sessions[sid] as (pk, *, £)
L: parses as. (0 Skeph: Pheph) 7: require o < ¢ and pk;y ¢ E.retired
2 Y DS.SIgn(Skeph,ad) g: for i € [(ef], require o, o [1] = H(pkephﬁi) o pkigs
30 return p = (pkepn, 0.,Y) 9:  for i € [fef]: require pkyy, ; ¢ E-Nullifiers
10 E.bal[pk] := E.bal[pkeef] + bret // Mint (s ETH
1: E Nref[pki] := E.Nref[pkig] + Cref
12: E.refundset := E.refundset U {sid}
13: Z.Nullifiers := Z.Nullifiers U {pkepp ;i € [£ref] }

Figure 7: BAT protocol with compact issuance. C : denotes actions by the client, I : by the issuer, and ‘E : by the environment E.
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(G1,G2,Gr,p,[1]1,[1]2,0) < GGen(1*), and public param-
eters pppg of a digital signature scheme DS. We also use a
hash function H : {0,1}* — G; modeled as a random oracle.
Our protocol uses the blind BLS signature as anonymous
tokens [19]. Thus the private issuing key of an issuer is the
BLS secret key sk; , <$Z, and the associated public key is
pkigs := [skig]2- Clients generate a key pair (skief, PKyer) <
DS.KGen(ppps) to authorize and receive refunds.

Issuer registration. Any issuer [ registers its public issuing
key pk;,, with Z using the Register” interface by depositing
£ units of ETH as collateral. The registration is successful if 1
has sufficient balance and has not already registered. Upon
successful registration, £ locks fj; ETH from the I’s balance
into an escrow account E.esc|pk;] and initializes counters:
E.Niss[pk;] := 0 to track the number of tokens issued by
I, E.Nspent|[pk;] := 0 to track tracks of spent tokens, and
E Nref[pki] := 0 to track the number of refunded tokens.
I also initializes a local variable st;.Niss := 0 to track the
number of anonymous token it has issued so far.

Masked token issuance. IT-Mlssue is a two move off-chain
protocol between a client C and an issuer I. At the end of this
protocol, C obtains ¢ masked anonymous tokens issued by 1.

In the first move, C generates ¢ ephemeral key pairs
{(Skeph,i» Pkeph,i) tielq for the digital signature scheme DS.
Next, for each i € [¢], C samples a blinding factor r; < Z,, and
computes the blinded values X = {X; = r; - H(pkeph ;) }ic[r)»
and sends them to I along with a random session identifier
sid.

In the second move, I upon receiving the blinded message
from C, checks that sid has not been used before. If so, I
samples a fresh masking key k <— Z, and computes its com-
mitment comy = k - pk;i. Next, I computes blind signatures
G; = (k-skis) - X; for each i € [¢]. I then sends the masked
blind signatures ({&;}c[q,comy) to C.

C upon receiving the masked blind signatures validates
them by checking whether &; o [1]» = X; o com; for each
i € [¢]. C can batch verify all £ masked tokens by sampling
Bi =7, and checking ;e[ Bi - &0 [1]2 = Lic|g BiXi 0 comy.
C also samples a key pair for use in potential refunds later.

On-chain atomic issuance. The I1-Execute protocol coordi-
nates the masking key revelation and payment for it via the
blockchain ‘E. The client C submits (sid, pk,es, comg, £) to ‘E,
where pk_; is the refund public key, and escrows the payment
for ¢ tokens. In response, I reveals the masking key & to ‘E,
while ensuring that it does not issue more than ;s /2 tokens.

Upon receiving k, £ checks: (1) k matches the commit-
ment, i.e., k- pki,, = comg, (2) the issuer has not retired, and
(3) the issuer has sufficient collateral to back this issuance
via E.Niss[pkis] + ¢ < ‘E.esc[pki] /2. This last check imple-
ments our solvency condition, ensuring the issuer maintains
at least twice the collateral as the total issued tokens. If all
checks pass, £ increments E.Niss[pk;] by ¢, burns ¢ coins
from the C’s balance, and stores (pki.s,comy,£) for future
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potential refunds.

Upon obtaining k, C recovers the BLS signature o; = (r-
k)~!-&; on the i-th ephemeral public key, and stores the tuple
G; := (O, PKeph,i»SKeph ;) @s the i-th pre-token.

Token generation. Given a pre-token 6 = (0, Sk, Pkeph )
C binds it to some associated data ad by computing a digital
signature Y = DS.Sign(skepy, ad). We define the tuple p =
(Pkeph» @, Y) to be the anonymous token.

Token spending. To spend a token p, C posts (pki,p) to E.
The spend is successful if: (i) I (with public key pk;) has not
retired, (ii) Number of spent tokens associated with 1 is less
than {j. (iii) o is a valid BLS signature on pkep}1 under the
issuer pkiss’ Le., o0 [[1]]2 = H(pkeph> 0 pkiss’ (iv) ’YiS a valid
signature on ad under pk.y, and (5) pk.p, has not been spent
before, i.., pkepy, & E.Nullifiers.

Upon successful spend, £ adds pke, to the nullifier set
E.Nullifiers, increments E.Nspent[pk], and mints 1 unit of
ETH to be used by the associated data ad.

Refunds. To claim refunds of /s unspent tokens, C au-
thorizes the refund request by signing sid, and the un-
spent ephemeral public keys and their BLS signatures us-
ing sk Let Yeer := DS.Sign(skyes, (5id,{0‘i>Pkeph,i}ie[ﬁref]))
be the digital signature. C submits the refund claim posting
(sid, {(Xi, pkeph7i}i€[gref],’yref) to ‘E.

Upon receiving the refund claim, ‘£ validates it by checking:
(i) the session sid has not been refunded before, (ii) {;er < ¢
where / is the batch size from session sid; (iii) for each i €
[lref], ; is a valid BLS signature, i.e., 0; o [1]2 = H(pkepp ;) ©
pk;s»> and (iv) None of the ephemeral keys has been spent.
If all checks pass, E mints ¢.r ETH coins to pk,.r, adds all
ephemeral keys to the nullifier set, increments E.Nref [pk;]
by Zef, and marks session sid as refunded.

Remark. We note that as an optimization, it is possible to use

Zref

the BLS aggregate signature o = Y ;™| 0; to prove the validity
of all unspent tokens. However, proving this optimized pro-
tocol is issuer-fair requires additional techniques, which we

leave for future work.

Issuer retirement. When an issuer / with public key
pk;, submits a retirement request to recover its collateral,
E computes A = max (0, E.Nspent[pk;s] + E.Nref[pki.] —
E.Niss|[pk;s]), which captures any deficit due to I maliciously
issuing tokens without an on-chain exchange. £ then returns
E .esc|pki] — A units of ETH (after deducting some penalty)
to the I, burns A units of ETH, and marks pk as retired.

Towards non-interactive refunds. In Fig. 9, we present an
alternative BAT scheme with a different on-chain/off-chain
cost tradeoff. In particular, this scheme enables refunding ¢,
tokens using only O(1) on-chain data and provides provisions
for non-interactive refunds, but at the cost of increased off-
chain costs for the client.

In this scheme, during II-Mlssue, C generates the
ephemeral keys using a pseudorandom function (PRF)



keyed with a random seed. Additionally, C provides a zero-
knowledge proof to I proving that the blinded values corre-
spond to ephemeral keys correctly derived using a PRF on
the seed. I verifies this proof and proceeds with the masked
issuance protocol as before. During Refund, E only requires
the seed. In particular, E uses this seed and the PRF to de-
terministically regenerate the corresponding ephemeral keys
and verify that the tokens are valid and unspent.

Although this scheme still requires O(£y.f) on-chain compu-
tation, it facilitates efficient automated refunds. A client seek-
ing automated refunds can store the encryption of the seed
on-chain using off-the-shelf time-lock encryption [1, 39] at
issuance time. The seed can later be automatically decrypted
and processed to issue a refund to the client without any client
interaction. We also implement this variant and report bench-
marks in Section 7.

6 Analysis of BAT

Lemma 6.1 (Correctness). The BAT protocol in Fig. 7 satis-
fies correctness as per Def. 4.1.

Proof. To argue correctness, we assume that the issuer I es-
crows sufficient funds during registration. Recall that each
masked pre-token in our scheme is of the form &; = (k- sk ) -
X; and comy = k- pk;.. Thus, we get

iss*
Gio Hl]]Z = (k'Skiss) -Xjo [[”}2 =X;ok- pkiss'

Therefore, the TI-Mlssue protocol will successful. Moreover,
once the client C obtains k as part of I1-Execute, it can un-
mask the pre-token by computing o; := (r-k) ™! - &; = skiy - X;,
which is a BLS signature on pke;, ;. Finally, the correctness of
the Spend and Refund follows directly from the correctness
of the underlying digital signature scheme DS. U

Lemma 6.2 (Client Fairness). The BAT protocol in Fig. 7
satisfies client-fairness as per Def. 4.3.

Proof. To prove client fairness, we argue that if the II-Mlssue
and I1-Execute protocols complete successfully, then the
client C can either spend all issued tokens or obtain refunds
for any unspent tokens.

During IT-Mlssue, the validity check G; 0 [1]2 = X; o comy
implies that &; = (k - ski ) - X; where comy, = k - pk;,,. More-
over, upon successful completion of I1-Execute, C learns the
masking key k. Hence, using its knowledge of (r,k), C can
unmask each pre-token by computing o; := (r-k)~'-&; =
skigs - Xi, which is a BLS signature on pkpy, ;.

This guarantees that C can always spend the pre-token
G;, unless the spend limit for the issuer public key pk;, has
already been reached. Furthermore, since spending a token as-
sociated with an ephemeral public key pk., requires a digital
signature under pk.;, no adversary can steal and spend the
token without violating the unforgeability of the underlying
digital signature scheme.

11

Finally, if the spend capacity for pk;y is exhausted, C can
request refunds for its unspent tokens. We note that, there is no
bound on the number of tokens that may be refunded, provided
that the refund request correctly indicates the corresponding
issuance. In addition, the refund protocol returns funds to
Pk, the public key selected by C at the time of issuance. [

Lemma 6.3 (Solvency). The BAT protocol in Fig. 7 is solvent
as per Def. 4.5.

Proof. To establish solvency, we show that an adversary can
never mint more ETH than is burned, even if it controls all
issuers and all clients.

For any issuer with public key pk;y, our protocol mints
ETH in exactly two cases: (i) each successful spend mints one
unit of ETH; and (ii) each refund mints ¢, < ¢ units of ETH,
where £ is the number of tokens issued in the corresponding
issuance session. Therefore, for issuer pk;, we mint a total
of E.Nspent[pkis] + E.Nref[pk;] units of ETH.

Our protocol also burns ETH in two cases as well. First,
during issuance, we burn £ units of ETH for issuing ¢ tokens.
Second, while retiring pk;,, we burn A units of ETH, where:

A= max(0, E.Nspent[pk;s] + E.Nref[pkis] — E-Niss[pkig])

The quantity A above precisely captures the excess ETH
that the protocol mints on behalf of issuer pk;, beyond what
is burnt during on-chain issuance associated with pk;. There-
fore, by burning A units of ETH at retirement, the protocol
maintains solvency.

We now argue that the protocol can always burn A units of

ETH when retiring issuer pk;. Note that in our protocol:

(i) for issuer pk;y, we issue at most half of its escrowed
amount, i.e., E.Niss[pkis] < E.esc[pkig]/2;

(ii) we allow spends of at most £.Niss|[pk;] spends, i.e.,
‘E.Nspent[pk;] < E.Niss[pk;] < E.esc[pk;]/2; and

(iii) we allow refunds only for issued tokens, i.e.,
E.Refund[pkis] < E.Niss[pk;s] < E.esc[pkig] /2.

Combining these bounds, we obtain

E.Nspent[pki] + E.Refund|pk;s] < E.esc[pkig]

Since A < E.Nspent[pk;] + £.Refund|pk;], and the issuer
pkies escrows ‘E.esc[pk;] units of ETH, we can always burn

A units of ETH while retiring pk. O

Lemma 6.4 (Unlinkability). The BAT protocol in Fig. 7 is
unlinkable as per Def. 4.4.

Proof. We prove that our protocol achieves information-
theoretic unlinkability.
Consider the adversary A4’s view in the unlinkability game

gfnﬂl’f’ﬂ (see Fig. 5). First, note that we mask each in a



session independent of other tokens. Therefore, it is sufficient
to analyze A’s view specific to the challenge token.

Let pkep, and pk’epl1 denote the ephemeral public keys un-
derlying the challenge token from sessions sidy and sidj,
respectively. During the issuance phase, A’s observes the
blinded ephemeral keys: Yy := r - H(pkey,) and Yp := /-
H(pkepn ), for some uniformly random and independent blind-
ing factors r,r’ < Z, are the independent random blinding
factors. This implies that the blinded values Y and Y; are
distributed uniformly and independently in G.

Now, for the pair of ephemeral keys (pk pkfcph) and the
group elements (Yy,Y;) € G? observed by 4, there exist uni-
formly random and independent blinding factors s,s" € Z,,

such that:

eph»

Yo =s-H(pkey,) and Y; =s"-H(pkepn)
Thus, A’s view is equally consistent with either ordering of
the challenge tokens. Therefore, we get:
PGt B (1M b, 1) = 1] = 1/2. O
Next, we prove that our protocol satisfies issuer fairness
against any selective adversary. Specifically, we require an
adversary A4 to be selective in the following sense: for
each invocation of the issuance oracle O-Mlssue, 4 com-
mits in advance to whether it will invoke the execution oracle
O-Execute for that session. This selectivity restriction is an
artifact of our security proofs, and we are not aware of any
attack that an adaptive adversary could mount against our
protocol [16, 64]. We further conjecture that our protocol can
be proven secure against adaptive adversaries in the Generic
Group Model [67].

Lemma 6.5 (Issuer fairness). Assuming the hardness of
one-more computational Diffie-Hellman (omCDH) assump-
tion (Def. A.1), the BAT protocol in Fig. 7 ensures issuer-
fairness as per Def. 4.2 against any selective adversary.

Proof of Issuer-fairness (Lemma 6.5). For the sake of contra-
diction, let A4 be a selective adversary that breaks the issuer-
fairness protocol. We will then use A4 to build an omCDH
adversary B as follows.

Simulating setup. B upon receiving the omCDH chal-
lenge ([1]1, [z0]2; {[zi]1 }ic[0,qy))» St the issuer’s public key
pkigs := [[zo]l2, which implicitly sets sk;y := zo. Let gy be the
upper bound on the number of H queries 4 makes.

Simulating random oracle H(-). ‘B maintains a list Ly of
all H queries so far. When 4 queries H(-) on input an
ephemeral public key Xg:

1. B checks if Xy € Ly. If so, it returns the stored value.

2. Otherwise, B sets Ly [Xo] = [zo]1, and outputs Li[Xp], and
updates 6 := 0+ 1
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Book keeping. B uses Niss := 0 and N := 0 to maintain

the number of tokens for which 4 has run the O-Mlssue
and O-Execute protocol, respectively. For each invocation of
O-Mlssue with request for £ tokens, B updates Nigs := Niss + £.
Similarly, for each invocation of O-Execute with ¢ tokens, B
updates Ney := Nex + £.
Let N and N, be the values of Niss and Ny, at the time
when A4 breaks the issuer-fairness, respectively. Next, depend-
ing on N, and N, we will consider two mutually exclusive
and exhaustive cases.

Case-I: N, = N{,. Intuitively, this case captures the scenario
in which 4 invokes O-Execute for all sessions for which it

invoked O-Mlssue. In this case, B interacts with 4 as follows.

Simulating O-Mlssue protocol. Consider an invocation of
O-Milssue protocol with £ tokens. Let sid be its session id. Let
{Xi}ie[[] € G’ be the messages B receives from 4. B does
the following:

1. Update Nigs := Nigs + £

2. For each i € [{], query the O-CDH oracle on input X; to
receive zo - X;

3. Honestly sample kg <$ Zp, compute comy := ksiq - Pk,
and store kgq for the session.

4. Send ({6; := ksiq - (20 ~X,-)}l-€[é],comk) to 4.

Simulating O-Execute protocol. For any invocation of
O-Execute using session id sid, B follows the honest pro-
tocol to post kgq on-chain.

Solving omCDH. Observe that to win the issuer-fairness
game, A needs to output N + 1 BLS signatures. Let
{(Pkeph, j» /) } jelnz +1) be these message signature pairs.

Without loss of generality, we can assume that A has
queried H(pkepy, ), i-e., ¥; = H(pkepy ;) = [z;]1, where [z;]
is an element of the omCDH challenge. Now, since each o,; is
a valid BLS signature, we have o.j := zo - [z;]1. This implies
that 4 outputs N}, + 1 = N;i, +1 CDH solutions.

Now, let’s calculate the number of O-CDH queries B makes
while interacting with 4. For each invocation of O-Mlssue
with ¢ tokens, B queries O-CDH on /¢ inputs. Therefore, B
queries O-CDH N times in total.

Thus, using the N;i_ 41 CDH solution that 4 outputs, and
the remaining gy — 1 — N, remaining O-CDH queries, B
can solve the omCDH problem with parameter gy using only
qn — 1 CDH queries to the O-CDH oracle.

Case-II: N > NZ . This case captures the scenario where
A does not invoke O-Execute for all the sessions it invoked
O-Mlssue for, i.e., there exists at least one O-Mlssue session,
for which 4 has not invoked the O-Execute oracle. Note
that in this case, B we describe for Case-I can no longer use
the N, + 1 BLS signatures output by 4 to compute CDH

X
solutions for N:¥_+ 1.

iss



For this case, we assume that 4 is selective, i.e., for each
invocation of O-Mlssue, 4 specifies whether it will invoke
O-Execute for the session or not. More precisely, for the i-th
invocation of O-Mlssue, A4 specifies a bit v;, where v; = 1
implies that 4 will invoke O-Execute for the i-th session, and
v; = 0, otherwise.

Simulating O-Mlssue protocol. Consider the i-th issuance

session for £ tokens and session id sid. Let {X;};c(q € G’ be
the messages B receives from 4.

When v; = 1, B simulates the O-Mlssue as in case-1. Alter-
natively, when v; = 0, B interacts with A4 as follows.

1. Update Niss := Nigs + /.

2. Sample g <$ Zp, implicitly defining psiq = zo - ksig for
some ksiq € Zp.

3. Compute comy := [usid]2-
4. Send ({&; := pisid - Xi }ic[e), comy) to 4.

Note that since B samples g uniformly at random, 4’s
view is identically distributed for both v =1 and v =0.

Now, it is easy to see that B uses one CDH query for each of
the tokens that 4 receives upon invoking O-Execute. There-
fore, to see that when A outputs N, + 1 tokens to win the
game, B can use them, and the remaining g4 — 1 — NZ, CDH
queries to solve the omCDH problem with parameter gy using
at most gy — 1 CDH oracle queries. O

7 Implementation and Evaluation

We implemented our BAT schemes (Fig. 7 and Fig. 9) in
Rust, and evaluated the performance of each phase. We report
execution time and communication cost, and break them down
into client-side, issuer-side, and on-chain (environment-side)
costs. While BAT on-chain components can be implemented
as smart contracts, we implement our on-chain component
natively.

We henceforth refer to our protocol in Fig. 7 as Protocol
A, and the protocol that facilitates non-interactive refunds in
Fig. 9 as Protocol B. Protocol A and Protocol B use different
cryptographic instantiations.

For Protocol A, we use the BLS12-381 curve [9, 24]
for issuer signatures and Schnorr signatures [65] over the
edwards25519 curve [14] for clients’ signatures on the
ephemeral keys. We instantiate Protocol B over the BN254
curve [10] for both the issuer’s and the client’s signatures.
We use the BN254 curve as it supports pairing-friendly curve
cycles that enable more efficient zero-knowledge proofs.

We benchmark both protocols for batch sizes ¢ €
{10,50,100}. We measure single-threaded computation costs
(on-chain and off-chain) on an Apple M3 Max with 48 GB
RAM, and we compute communication costs using serialized
message payload sizes.
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7.1 Implementation Details

In this section we describe additional implementation details
and benchmarks results.

Protocol A. Recall from Section 5, in Protocol A, refunds
require revealing each unspent token individually. We also
implement an optimization in which, during refunds, we ag-
gregate all BLS signatures and verify all refunded tokens
using only one multi-pairing of length two.

Protocol B. We leverage a cycle of -curves
(BN254/Grumpkin') to ensure that all elliptic curve
operations are performed within the zero-knowledge
(ZK) circuit over native fields, avoiding costly non-native
emulations. Also, we use G; and G, elements of BN254 for
ephemeral public keys and issuer public keys, respectively.

Recursive folding. For efficiency, we use Nova [47] as the
backend for our succinct non-interactive argument of knowl-
edge (SNARK). We implement the Nova folding engine
over the Grumpkin curve. Because Nova proofs are rela-
tively large, we recursively verify the Nova verifier using
the Spartan SNARK protocol [66]. We use Spartan instead of
Groth16 [41] because Groth16 SNARK protocol requires a
bilinear pairing, and Grumpkin is not pairing-friendly.

Since a production-ready Spartan-on-Grumpkin SNARK
protocol is not yet available, we adopt a hybrid benchmarking
methodology. We measure the Nova folding time directly
on Grumpkin using our implementation and use the official
Spartan implementation on Ristretto255 [42] as a proxy for
the final compression step. Ristretto255 and Grumpkin are
both /~254-bit prime-order groups with comparable arithmetic
complexity, making this a conservative and reasonable proxy.

For a batch of 64 tokens, folding requires 4.40 seconds,
while Spartan compression of an equivalently sized circuit
requires 3.70 seconds, yielding an end-to-end client latency
of approximately 8.1 seconds.

7.2 Microbenchmark Results

We report our benchmark results for Protocol A and Protocol
B, in Table 1 and Table 2, respectively. One BAT token is 144
bytes long, takes 0.24 milliseconds to generate (unblinding
and binding), and 1.68 milliseconds to verify. In comparison,
proofs for Zcash orchard—the version of Zcash with transpar-
ent setup—are 7KB long, take 1.7 seconds to generate, and 15
milliseconds to verify [28]. We compare against Zcash as it is
the closest baseline to BAT in terms of not having threshold
or trusted issuer, but note that Zcash is a more general scheme
offering confidentiality of transaction amounts and recipients
(c.f. Section 1).

Protocol A vs. Protocol B Our evaluation reveals a clean
trade-off. Protocol A minimizes client-side cost but incurs

'The Grumpkin curve [59] is a Weierstrass elliptic curve designed for
SNARK-efficient group operations, specifically as a cycle curve to the BN254
curve.



] (=10 (=50 (=100 |
Component Time (ms) Size (B) Time (ms) Size (B) Time (ms) Size (B)
Client (off-chain issuance) 3.27 +7.86 512 16.37+3140 2432 32.69+60.72 4,832
Issuer (off-chain issuance) 3.80 608 16.44 2,528 32.23 4,928
Client (unblind & bind) 2.38 - 11.52 - 22.96 -
On-chain exchange 0.61 264 0.60 264 0.61 264
On-chain spend (¢ = 1) 1.68 144 1.68 144 1.70 144
On-chain refund 7.04 1,440 28.79 7,200 55.87 14,400

Table 1: Protocol A: token-reveal refund using BLS12-381 and Ed25519. Time denotes local execution time of the corresponding
component (client, issuer, or environment). For client off-chain issuance, time shows blinding + verification for the two protocol
rounds. All times are for single-threaded execution. Size is serialized message size (bytes).

] (=10 (=50 =100 |
Component Time (ms) Size (B) Time (ms) Size (B) Time (ms) Size (B)
Client (off-chain issuance) 3,614.40+2.32 85,224 7,137.84+6.20 86,504 12,163.80+ 11.06 88,104
Issuer (off-chain issuance) 1.22 480 5.05 1,760 9.72 3,360
Client (unblind & bind) 0.91 - 2.78 - 5.15 -
On-chain exchange 0.19 296 0.19 296 0.19 296
On-chain spend (¢ = 1) 2.02 128 2.04 128 2.04 128
On-chain refund 1.79 32 8.86 32 17.74 32

Table 2: Protocol B: seed-reveal refund using BN254. We measure the time and size as in Table 1.

linear communication cost for refunds. Protocol B shifts cost
to the client through zero-knowledge proving during issuance,
enabling compact, pairing-free refunds with constant on-chain
communication. As we illustrate in Table 2, ZK proof genera-
tion dominates the client-side cost in Protocol B by several
orders of magnitude. Finally, the same operations in Proto-
col B are faster than in Protocol A, as they are performed over
the more efficient BN254 curve compared to BLS12-381, ex-
cept for spends which use Ed25519 signatures in Protocol A.

8 Discussion for Practical Deployments

Token denomination. We describe our BAT protocol assum-
ing the anonymous tokens have a fixed denomination. This
simplification forces users to obtain multiple tokens for high-
value transactions. Practical deployments should support dif-
ferent denomination pools for efficiency.

Non-interactive refunds and unlinkability. In the alternate
BAT scheme we describe in Fig. 9, we reveal the random
seed that is used to generate all the ephemeral public keys.
This links even the spent tokens at the time of refund. While
this is acceptable for applications like MEV mitigation and
on-chain voting, where the sender is revealed after a deadline,
it may be problematic for other applications, such as on-ramp
to private payment systems. If the anonymity of spent tokens
is essential, our first construction should be used.

Refund haircut. In practice, a small haircut should be applied
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to the refunds to prevent abuse of the system by an adversary
that issues a large number of tokens only to refund them later.

DoS prevention by malicious issuer. In our proposed BAT
construction, a malicious issuer could prevent clients from
spending the anonymous tokens it issues by exhausting its
on-chain spend budget before clients attempt to spend their
tokens. To disincentivize such issuers, clients can locally mon-
itor their behavior and switch to more reputable issuers. We
note that this attack does not allow a malicious issuer to steal
tokens from honest clients, since clients can always claim
refunds for any unspent tokens.
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A Additional Preliminaries

Computational assumptions. We make the following com-
putational assumptions for our scheme.
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Game G2 oy (1%,4):

1: 7:=0

20 {z0,215- - 2} $Zp

31 {Ziiew < AP [zl [zolas {1 iew)
4: require { <k AVi€[k] Zi=[z0-z]h

5: return 1

Oracle O-CDH(H):

1: require H € G
2: f:=0+1

3: returnzy-H

Figure 8: The one-more computational Diffie-Hellman game

A
gomCDH'

GGen, if for all PPT adversary 4, for all k € N, the following
probability is negligible:

Pr[gg?nCDH(lkak) = 1]

where (G1,G2,Gr,p,[1]1,[1]2,€) < GGen(1%).

A.1 Digital signatures

Definition A.2 (Digital signature). A digital signature
scheme consists of the following four PPT algorithms DS =
(Setup, KGen, Sign, Verify), defined as follows:

* Setup(1*) — pp. The setup algorithm that takes as input
a security parameter A and outputs system parameters pp.
These parameters include the description of the message
space and the key space. All algorithm below implicitly
takes pp as input.

* KGen() — (sk,pk): The key generation algorithm outputs
a pair of keys (sk, pk), where sk is the secret (signing) key
and pk is the public (verification) key.

* Sign(sk,m) — o: The signing algorithm that takes the se-
cret key sk and a message m, and outputs a signature G.

* Verify(pk,m,c) — 0/1: The verification algorithm is a de-
terministic algorithm that takes the public key pk, a message
m, and a signature G, and outputs a bit b € {0,1}. The out-
put b = 1 indicates that the signature is valid, and b =0
indicates that it is invalid.

A digital signature scheme is secure if it satisfies correct-
ness and unforgeability properties. We refer the reader to [20]
for formal definitions of these properties.

In this paper, we will be concretely using the bilinear pair-
ing based BLS signature from [19] and its blinded version
from [15]. We briefly describe them next.
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BLS blind signature [15, 31]. Recall from [31], in a blind sig-
nature scheme, a client seeks to get a signature on a message
m where the signer learns no information about m.

To obtain a blind signature on a message m € M, the client
samples a random blinding factor r <— Z, and computes the
blinded message /i = r- H(m) € G, and sends s to the signer.
The signer computes a blind signature & = sk -/ = (r-sk) -
H(m) € G, and returns it to the user. The user then unblinds
the signature by computing ¢ = (1/r) -6 = sk- H(m) € G,
which is a valid BLS signature on m. Similar to the BLS
signature, the security of BLS blind signature also relies on
the hardness of the co-CDH assumption in the ROM [15].

A.2 Commitment Schemes

Definition A.3 (Commitment Scheme). A commitment
scheme is a tuple of four PPT algorithms Com =
(Setup, Commit, Open, Verify) defined as follows:

. Setup(]k) — PPeom- The setup algorithm outputs public
parameters pp.,m. Which are given as an implicit input to
all subsequent algorithms.

* Commit(m) — (c,d). The commitment algorithm takes a
message m and outputs a commitment ¢ together with open-
ing information d.

* Open(c,d) — m. The opening algorithm outputs (m,d).

* Verify(c,m,d) — 0/1. The verification algorithm outputs
1 if (m,d) is a valid opening of ¢, and O otherwise.

A commitment scheme must satisfy correctness, hiding,
and binding properties. We refer the reader to standard refer-
ences [20] for formal definitions.

A.3 Non-Interactive Zero-Knowledge Proofs

We use non-interactive zero-knowledge (NIZK) proof systems
for proving statements about committed values.

Definition A.4 (NIZK Proof System). A non-interactive zero-
knowledge proof system for a relation & consists of four
PPT algorithms NIZK = (Setup, Prove, Verify, Sim) defined
as follows:

* Setup(1*, R ) — crs. The setup algorithm outputs a com-
mon reference string crs.

* Prove(crs,x,w) — m. The proving algorithm takes a state-
ment, witness tuple (x,w) € R, and outputs a proof 7.

* Verify(crs,x,mt) — 0/1. The verification algorithm checks
if 7 is a valid proof for statement x.

* Sim(crs,x) — m. The simulator generates a proof for state-
ment x without a witness.

A NIZK proof system must satisfy completeness, sound-
ness, and zero-knowledge. We refer the reader to standard
references [20] for formal definitions of these properties.
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Setup(1%)

1:
2:
3:
4:

ppps ¢ DS.Setup(1*)

PPCom < Com.Setup(1*)

ppNizk < NIZK.Setup(1*, Rieeq)
return pp := (G, PPps, PPCom: PPNIZK)

IssKGen, Register, Retire

1:

Same as Figure 7

II-Milssue(pkig, £, Skigs, St 1)

1:

E N
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C:sid «5{0,1}"; seed <5 {0,1}*
(comseed; dseed)  Com.Commit(seed)
{(skeph,is Pkeph i) = DS.KGen(ppps; PRF(seed,i))},-em
rSZp; X = {V'H(pkeph,i)}ie[é]
7 < NIZK.Prove(Rseed, (coOMseed, X, £), (seed, dseed, 7))
send (sid,comgeeq, X, ¢, ) to [
I : require sid ¢ st;.sessions
require NI1ZK.Verify(Rseed, (COMseed, X, £),T) = 1
k <$ Zp; comy < k- pkig
sty .sessions]sid] := (comy, comgeed, £, k)
{6i = (k- skiss) - Xiticpy
send ({5;};c[q,comy) to C
C : require Vi € [(] : G; o [1]o = X; o comy,
(Skref; Pkrer) <= DS.KGen(ppps)
w = (r,seed, dseed)

stoi= < {6i75keph,i7 pkeph,i}iemv )
Skrefa pkref7 COMy, COMgeed , W
return (sid,st.)

TokGen, Spend

1:

Same as Figure 7

Requirements: Digital signature DS, pairing groups G := (G1,G2,Gr, p,[1]1,[1]2,€) < GGen(ll), hash H: {0,1}* — G,
commitment Com, PRF PRF, and NIZK NIZK for Ksceq, where Rseed = {((cOMgeed, X, £); (seed, dseed, 1)) :
Com.Verify(comseed, seed, dseed) = 1 A Vi € [€] : (%, pkepp ;) = DS.KGen(ppps; PRF(seed, i) Ax; = H(pkepn ;)" }

I1-Execute® (sid, £, st;, st)

N O R W

9:

10:

11:

12:

17 :

C:  // Represented by pk,
parse st as (%, %, pKpef, COMy, COMgeed, *)
send (sid, pk.r,cOMy, COMgeeq) t0 E
I: // Represented by pki
require E.bal[pk.] > ¢
require st;.sessions[sid] = (comy, comgeed, £, %)
require 2(st;.Niss+ ¢) < g
str.Niss := st;.Niss+ ¢ //st;.Niss initialized to 0
parse st;.sessions|[sid] as (x,*,*, k)
send (sid, k) to £
E : require pk;, ¢ E.retired
require k - pk;;, = comy
require Z.Niss[pkig| + ¢ < f'e%[pk‘”]
E.Niss[pk;g] := E.Niss[pki] + ¢
E.balpk ] := E.bal[pk,] — ¢ //Burn { ETH
E sessions|sid] := (pkef, COMy, COMgeey, £)

C:  // Use k to unmask pre-tokens
parse st as <{6i75keph,i7 PKeph,i tiel(] ,*7*7*,*714))
parse w as (r,x,x)

return {c; := ((r; ’k)_l '6i35keph,ia pkeph,i)}ie[é]

Refu ndrE(Sid,Zref,StC)

[ Y T

11:
12:
13:
14 :

C : parse st as (x, Sk, x, %, %, W)
parse w as (x,seed, dseed )
Yeet < DS.Sign(skpef, (sid, ref, seed, dseed ))
send (sid, lrer, seed, dgeed s Yret) 10 E
E: require DS.Verify(pkpr, (sid, lref, seed, dseed ), Yref) = 1
require sid € £.sessions and sid ¢ E.refundset
parse E.sessions|[sid] as (pKgef, COMy, COMgeed, £)
require .o < £ and pk;y ¢ E.retired
require Com.Verify(comgeeq,seed, dseeq) = 1
for i € (£ — lpet, 0]
(%, Pkepn,i) <= DS.KGen(ppps; PRF(seed, )
for i € (£ — lrer, {] : require pkeyp ;  Nullifiers
E bal[pko] = E.bal[pkoef] + lrer / Mint lyer ETH
E . Nref[pkis] = E.Nref[pkigs] + lref
E.refundset := E.refundset U {sid }
Z.Nullifiers := £.Nullifiers U {pkepy ;i € (€ — lrer, {] }

Figure 9: BAT protocol with compact issuance and refunds based on revealing the seed. C : denotes actions by the client, I : by
the issuer, and £ : by the environment ‘. Additional parts compared to Figure 7 are marked in blue.
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